
Executive Summary
IT General Policy



INTRODUCTION

At Duopharma, information technology (IT) resources including 

hardware, software, networks, and data are vital assets that support our 

mission of providing Smarter Solutions for a Healthier Life.

This policy establishes a mandatory framework to ensure these 

resources are used effectively, securely, and in alignment with regulatory 

standards. 

Our goal is to protect the confidentiality, integrity, and availability of 

information against evolving cybersecurity threats.



ACCOUNTABILITY MATRIX



IT ASSET EQUIPMENT LIFECYCLE



RULES OF ENGAGEMENT : IT USAGE



THE BYOD FRAMEWORK



DATA PROTECTION & CLASSIFICATION



NETWORK & ACCESS SECURITY



CRITICAL EVENT PROTOCOLS
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