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1. PURPOSE  
 
1.1 The purpose of this Personal Data Protection Policy (“Policy”) is to provide the 

framework and principles governing how Duopharma Biotech Berhad and its group 
of companies (“DBB”) will process the Personal Data (defined below) to 
accommodate DBB’s business needs and resources while complying with legal 
requirements and obligations. This Policy, together with the appendices are 
designed to ensure compliance with the Malaysian general data protection laws, 
the Personal Data Protection Act 2010 and its subsidiary legislation, codes of 
practice, and guidelines issued thereunder. 

 
1.2 This Policy must be read together with any other specific policies, procedures, or 

guidelines DBB may issue from time to time relating to the processing and 
protection of personal data. DBB reserves the right to change, modify or rescind any 
of the policies and procedures contained within this Policy with or without notice 
at any time.  

 
 
2. DEFINITIONS 
 
“Commissioner” means the Personal Data Protection Commissioner of Malaysia. 
 
“Data Controller” means a person who either alone or jointly or in common with other 
persons processes any personal data or has control over or authorises the processing of 
any personal data, but does not include a Data Processor. For practical purposes, all 
employees should assume that DBB is acting as a Data Controller in most situations 
unless informed otherwise. 
 
“Data Processor” means any person, other than an employee of the Data Controller, who 
processes personal data solely on behalf of the Data Controller and does not process the 
data for their own purposes. 
Examples of Data Processors: IT vendors, cloud service providers, any other third party 
service providers engaged by DBB who process personal data on DBB’s behalf. 
 
“Data Subject” means an individual who is the subject of personal data processed by 
DBB. 
Examples of Data Subjects: DBB customers/clients, employees, job applicants, visitors 
at DBB premises, DBB directors.  
 
“Personal Data” means any information in respect of commercial transactions, which 
relates directly or indirectly to an individual or data subject, who is identified or 
identifiable from that information or from that and other information in the possession 
of a data controller, including any Sensitive Personal Data (defined below) and 
expression of opinion about the data subject; but does not include any information that 
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is processed for the purpose of a credit reporting business carried on by a credit reporting 
agency under the Credit Reporting Agencies Act 2010.  
 
Examples of Personal Data include: 

• name, address, telephone numbers, NRIC No., passport number, date of birth, 
gender, email address, bank account details;  

• facial data or CCTV footage or video recordings captured via closed-circuit 
cameras, photographs taken at events and functions organised by us, visitor 
registration details; 

• professional or employment-related information, including background check 
information (e.g. criminal history), education information; and 

• any information that is combined with any of the information above and can 
cause an individual to become identifiable. 

 
“PDPA” means the Personal Data Protection Act 2010 of Malaysia, as may be amended 
from time to time, and includes all subsidiary legislation, regulations, codes, guidelines 
and standards issued thereunder.  
 
“Processing” means any operation, or a set of operations performed on personal data, 
including but not limited to collecting, recording, holding, storing, organising, adapting, 
altering, retrieving, using, disclosing, erasing, or destroying such data. 
 
“Sensitive Personal Data” means any personal data consisting of information as to the 
physical or mental health or condition of a data subject, his political opinions, religious 
beliefs or other beliefs of a similar nature, the commission or alleged commission by him 
of any offence, biometric or genetic data, or any other personal data prescribed by law. 
Examples of Sensitive Personal Data: medical records (both physical and mental health), 
health reports and assessments, criminal records, fingerprints, facial patterns, iris and 
retina scans. 
 
References to “we”, “our”, and “us” refer to DBB. 
 
“DBB and its Group of Companies” shall include the following entities: 

• Duopharma Biotech Berhad 
• Duopharma Distribution Sdn Bhd 
• Duopharma HAPI Sdn Bhd 
• Duopharma Innovation Sdn Bhd 
• Duopharma Manufacturing (Bangi) Sdn Bhd 
• Duopharma Marketing Sdn Bhd 
• Duopharma (M) Sdn Bhd 
• Sentosa Pharmacy Sdn Bhd 
• Unique Pharmacy Penang Sdn Bhd 
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3. SCOPE OF APPLICATION 
 
This Policy applies to all DBB employees and members of the Board of Directors, whether 
on a permanent, temporary, or contractual basis, and covers all departments, divisions, 
and business units, who may process Personal Data in the course of their engagement 
or employment with DBB. It also applies to any processing activities conducted by third 
parties on DBB’s behalf, including Data Processors. For the purpose of this Policy, the 
term “Employee” refers to all individuals engaged or employed by DBB, including 
permanent staff, contract staff, temporary workers, student trainees, interns, 
apprentices, seconded staff, as well as members of the Board of Directors, irrespective of 
employment status or duration. This Policy may also extend, where appropriate, to the 
protection of other confidential or sensitive information held by DBB. 
 
 
4. YOUR RESPONSIBILITIES 
 
4.1 All Employees are bound by this Policy and are expected to adhere to its provisions 

at all times. Non-compliance with this Policy may result in serious consequences 
for DBB, including reputational harm, regulatory penalties, and potential legal 
liability before regulatory authorities.  
 

4.2 Accordingly, DBB requires all Employees to demonstrate full compliance with this 
Policy and to carry out their duties in accordance with its principles and 
procedures. Each Employee is responsible for familiarizing themselves with this 
Policy and for ensuring that their actions contribute to the protection of Personal 
Data.  

 
4.3 Unless specified otherwise, this Policy is considered to be GENERAL information, 

restricted to DBB’s internal use. Should any Employee require assistance in 
determining the proper course of action in any given case, they should promptly 
contact the Data Protection Officer (“DPO”) and/or Chief Legal Officer (“CLO”). 

 
4.4 The Policy constitutes part of your terms and conditions of employment with DBB. 

In cases of discrepancy between the Policy and the Employee’s employment 
contract, this Policy shall prevail to the extent necessary to ensure compliance with 
the PDPA. For the avoidance of doubt, nothing in an Employee’s employment 
contract shall permit any act or omission that would result in a breach of the PDPA. 

 
 
5. GOVERNANCE: MANAGEMENT AND ACCOUNTABILITY 
 
5.1 The DPO and CLO oversees all ongoing and prospective activities related to the 

development, implementation, maintenance, and adherence to DBB’s policies and 
procedures relating to Personal Data. 
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5.2 DBB’s appointed DPO shall have the following responsibilities: 

(i) Monitoring and supporting DBB’s overall compliance with the PDPA, this 
Policy and all other applicable laws and regulations; 

(ii) Advising and guiding DBB and its Employees on data protection obligations; 

(iii) Handling internal and external data protection queries and complaints; 

(iv) Managing personal data breach incidents and ensuring timely notification to 
the Personal Data Protection Commissioner where required; 

(v) Supporting the carrying out of Data Protection Impact Assessments (DPIA) in 
accordance with the relevant requirements (if required); and 

(vi) Providing regular staff training and updates on data protection matters. 
 
5.3 Departmental heads and supervisors are responsible for: 

(i) Ensuring that their teams comply with this Policy; 

(ii) Promoting awareness of data protection obligations; and 

(iii) Reporting any actual or suspected Personal Data Breaches (defined in 
paragraph 8.2 below) immediately to the DPO. 

 
 
6. PERSONAL DATA PROTECTION PRINCIPLES  
 
6.1 The PDPA prescribes the following Personal Data Protection Principles, which form 

the foundation of DBB’s data protection framework:  
  

(i) General Principle: Processing of Personal Data must be carried out only with 
the consent of the Data Subject, unless there is an exception that may be 
relied upon. Processing of sensitive personal data requires explicit consent 
unless there is an applicable exception.  

 
Moreover, Personal Data must not be processed unless such data is 
processed for a lawful purpose directly related to an activity of the Data 
Controller, the Processing is necessary for or directly related to the purpose, 
and the Personal Data is adequate but not excessive in relation to that 
purpose. 
 
Before collecting any Personal Data, please refer to Appendix A (General 
Principle Checklist).  
 
In determining whether consent is required, please refer to Appendix B 
(Consent Checklist). 
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Where consent is required, please see Section 7 below on the ‘Form and 
Type of Consent’ required under the PDPA.  

 
(ii) Notice and Choice Principle: Data Subjects must be informed in writing of 

the prescribed matters as required under the PDPA. It is also mandatory under 
the PDPA that the written notice (usually issued in the form of a data 
protection notice or privacy policy) is provided in both English and the 
national language (Malay).  

 
Please refer to Appendix C (Template Privacy Notices) for the privacy 
notice templates prepared by DBB, to be issued to the relevant Data 
Subjects. If the intended purposes of use do not appear to be covered by 
the Template Privacy Notices, please check with the DPO and/or CLO. 

 
(iii) Disclosure Principle: Personal Data must not be disclosed without the Data 

Subject’s consent, unless such disclosure is (i) necessary for the purpose for 
which the Personal Data was collected or for a purpose directly related 
thereto; or (ii) made to a third party within a class of recipients that has been 
duly notified by the Data Controller. 

 
A list of disclosures to third parties must be kept and maintained – please 
refer to Appendix D (Template to Record Third Party Disclosures). Each 
department is required to maintain a record of all disclosures made to 
third parties. The Head of Department (“HOD”) shall be responsible for 
ensuring that such records are properly kept and maintained in 
accordance with Appendix D.  
 
In determining whether disclosure to a new party is permissible, please 
refer to Appendix E (‘Can I Disclose’ Checklist).  

 
(iv) Security Principle: Appropriate technical and organisational measures must 

be implemented to protect Personal Data against loss, misuse, modification, 
unauthorised or accidental access, disclosure, alteration, or destruction. Data 
Processors acting on behalf of Data Controllers must provide sufficient 
guarantees regarding such measures and take reasonable steps to ensure 
compliance. Please refer to Section 10 ‘Third-Party Management’ below for 
further details.  

 
(v) Retention Principle: Personal Data must not be kept longer than is necessary 

for the fulfilment of the purpose for which it is processed. Reasonable steps 
must be taken to ensure that all Personal Data is destroyed or permanently 
deleted once it is no longer required for the purpose for which it was 
processed. 
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(vi) Data Integrity Principle: Reasonable steps must be taken to ensure that 
Personal Data is accurate, complete, not misleading and kept up to date, 
having regard to the purpose (and any directly related purpose) for which it 
was collected and processed. 

 
(vii) Access Principle: Data Subjects must be given the right to access their 

Personal Data and to request correction where such data is inaccurate, 
incomplete, misleading or outdated. The PDPA provides grounds on which the 
data controller may refuse to comply with a data access or data correction 
request. 

 
6.2 Each principle is subject to certain exceptions and conditions. There are also 

specific measures set out in the Retention, Security and Data Integrity Standards 
under the Personal Data Protection Standard 2015. 

 
 
7. FORM AND TYPE OF CONSENT 
 
7.1 Where consent is required from Data Subjects prior to the Processing of Personal 

Data, the PDPA does not prescribe a specific form or type of consent – the Personal 
Data Protection Regulations 2013 merely provide that such consent must be 
capable of being recorded and maintained. Accordingly, consent may be express or 
implied, provided that it satisfies the requirements under the PDPA and the 
Regulations. 

 
7.2 Some examples of acceptable forms of consent:  

(i) Express consent: 
• Signatures or tick boxes indicating consent 
• Opt-in mechanisms 

 
(ii) Implied or deemed consent, which may arise where the Data Subject: 

• Does not object to DBB processing his/her Personal Data 
• Voluntarily provides his/her Personal Data 
• Continues to use DBB’s facilities or services after being informed of the 

Processing 
 

The reliance on implied or deemed consent is subject to compliance with the 
Notice and Choice Principle of the PDPA. It must be ensured that Data 
Subjects are provided with adequate notice of the Processing of their 
Personal Data and are given the opportunity to opt out where applicable. 

 
(iii) Verbal consent, provided that such consent is capable of being recorded and 

maintained. Such consents should either be digitally recorded (e.g. through 
call logging or call recording software) or confirmed in writing to the Data 
Subject (e.g. via e-mail) to document the verbal consent provided.  

https://www.pdp.gov.my/ppdpv1/wp-content/uploads/2024/07/LatestStandard.pdf
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8. PERSONAL DATA BREACHES  
 
8.1 DBB has developed and implemented Personal Data Breach Management and 

Response Plan (Appendix F) for Employees to follow in the event of potential, 
suspected and/or confirmed Personal Data Breach.   

 
8.2 “Personal Data Breach” broadly refers to any event/incident that leads or is likely 

to lead to the breach, loss, misuse, or unauthorized access of Personal Data. A 
Personal Data Breach may be caused by accidental or deliberate actions, either 
internally or externally.  

 
8.3 As a general rule, any Employee who becomes aware of any potential, suspected or 

actual Personal Data Breach (“Incident”) must immediately report the Incident to 
the DPO, IT Manager and their respective HOD. As strict timelines are imposed on 
the reporting of Personal Data Breach to the regulators and affected Data Subjects, 
Employees should ensure that they take immediate action to comply with the 
Personal Data Breach Management and Response Plan upon becoming aware of 
any Incident.  

 
8.4 Employees must fully cooperate with the DPO, IT Department and CLO in all 

investigations and mitigation activities, including preserving all relevant evidence, 
promptly providing requested information, and refraining from discussing or 
disclosing breach details unless expressly instructed or authorised to do so by DBB. 

 
 
9. DATA SECURITY  
 
9.1 DBB, whether acting as a Data Controller or Data Processor, is obliged to take 

practical and reasonable steps to protect Personal Data from loss, misuse, 
modification, or unauthorised or accidental access, disclosure, alteration, or 
destruction. Such compliance must be ensured by procedures for the regular 
review, assessment and evaluation of the adequacy and effectiveness of technical 
and organizational measures. 

 
9.2 All Employees are expected to comply with the Security Policy (Appendix G) and 

follow its provisions when handling Personal Data. Should you have concerns or 
uncertainties about the Security Policy, please contact the DPO and/or CLO. 

 
 
10. THIRD-PARTY MANAGEMENT  
 
10.1 Where Personal Data is disclosed or transferred outside of DBB (for example, to a 

third-party vendor or service provider who may need to process such Personal Data 
on behalf of DBB as Data Processor or third-party Data Controller), it is required to 
ensure that such third-party already has or puts in place appropriate technical and 
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organisational security measures, and will ensure ongoing compliance with such 
measures (which also includes notifying DBB of any Personal Data Breaches and 
provide reasonable and necessary assistance to enable DBB to comply with its 
notification obligations).  

 
10.2 Where third parties are engaged to process Personal Data received from or shared 

by DBB, it must be ensured that the services agreement with the third parties 
contains the required data processing provisions, or is accompanied by an 
appropriate Data Processing Addendum (DPA), or Data Transfer Agreement (DTA). 
Please consult the DPO and/or CLO to confirm compliance.  

 
 
11. DATA RETENTION  
 
11.1 Employees should retain Personal Data only for as long as necessary to fulfil the 

purpose(s) for which it was collected. Reasonable steps must be taken to ensure 
that Personal Data is securely destroyed or permanently deleted once it is no longer 
required. 

 
11.2 DBB has developed and implemented Data Retention Policy (Appendix H) which 

specifies the applicable retention periods during which Personal Data may 
generally be stored by DBB to ensure that the relevant purposes are effectively and 
lawfully achieved. Employees must comply with these retention periods, and DBB 
will regularly review and assess them to ensure they continue to reflect business 
needs and applicable legal requirements. 

 
11.3 All Employees are expected to comply with the Data Retention Policy and follow its 

provisions when handling, retaining or deleting data. Should you have concerns or 
uncertainties about data retention or deletion, please contact the DPO and/or CLO. 

 
 
12. HANDLING DATA SUBJECT RIGHTS REQUEST 
 
12.1 The PDPA allows individuals to exercise certain rights with respect to the Personal 

Data DBB collects, processes, uses or handles. Please refer to Standard Operating 
Procedures When Dealing with Data Subjects’ Requests (Appendix I) for a 
complete description of the procedures and timelines for responding to data 
subject rights requests, as well as the circumstances under which DBB may refuse 
to comply with such requests. 

 
12.2 Generally, data subjects have the following rights under the PDPA: 
 

(i) The right to access Personal Data; 
(ii) The right to correct Personal Data; 
(iii) The right to withdraw consent to process Personal Data; 
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(iv) The right to prevent Processing likely to cause damage and distress;  
(v) The right to prevent Processing for direct marketing; and 
(vi) The right to data portability. 

 
 
13. MANAGING CROSS BORDER DATA TRANSFERS  
 
13.1 Personal Data must not be transferred outside Malaysia unless it is to a place which 

has in force any law which is substantially similar to the PDPA, or ensures an 
adequate level of protection equivalent to the levels of protection afforded under 
the PDPA or where certain exceptions apply.  

   
13.2 Examples of cross border data transfers may include: 

(i) Sending customer information to an overseas cloud service provider for 
Processing; 

(ii) Transmitting supplier or contractor Personal Data to another DBB entity 
outside Malaysia; and 

(iii) Sharing Employee data with a global payroll provider based outside 
Malaysia. 

The examples above are non-exhaustive. Each transfer must be evaluated on a 
case-by-case basis to ensure compliance. If you have any questions, please consult 
the DPO and/or CLO. 

 
13.3 As noted in paragraph 10.2 above, there may be instances where DBB engages a 

third party vendor or service provider who may need to process Personal Data on 
behalf of DBB as Data Processor and such third parties may be located outside 
Malaysia.  
 

13.4 Cross border transfers may be carried out only if at least one of the following 
mechanisms is adopted:  

(i) Transfer Impact Assessment (TIA): Conducting a TIA to assess that the 
recipient jurisdiction ensures a level of protection equivalent to those under 
the PDPA. 
 

(ii) Consent of Data Subject: Obtaining consent for the transfer, subject to 
specific requirements being met. 
 

(iii) Contractual Clauses: Relying on contractual clauses which comply with the 
PDPA requirements or recognised international model clauses such as the 
European Union General Data Protection Regulation (EU GDPR) Standard 
Contractual Clauses (SCCs), and ASEAN Model Contractual Clauses;  
 

(iv) Binding Corporate Rules (BCR): Implementing BCRs. 
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(v) Approved Certification Schemes: Where the receiving party possesses 
certifications under approved certification schemes – which includes 
Europrivacy, Legal Services Operational Privacy Certification Scheme, Asia 
Pacific Economic Cooperation Cross Border Privacy Rules (APEC CBPR), and 
Privacy Recognition for Processors (APEC PRP) certifications. 
 

(vi) Other exceptions as provided under the PDPA: Where the transfer is 
necessary for specific purposes, such as: 

• For the performance of a contract between the Data Controller and Data 
Subject, or between the Data Controller and a third party; 

• For the purpose of legal proceedings;  

• To protect the vital interests of the Data Subject. 
 

The exceptions above are subject to specific requirements and factors that must 
be satisfied before they can be relied upon.  

 
13.5 Cross border transfers can occur in two scenarios, each requiring different 

approaches to ensure compliance under the PDPA: 
 

(i) Controller-to-Controller (C2C) Transfer 
 
This occurs when DBB transfers Personal Data to another entity outside 
Malaysia that acts as an independent Data Controller. 
 
Example: DBB entity in Malaysia transferring or sharing Employee data with 
another DBB entity in Singapore. 
 
For such transfers, DBB has in place a template Data Transfer Agreement, 
which governs transfers to another Data Controller located outside 
Malaysia. Please refer to Appendix J for the Template DTA. 
 

(ii) Controller-to-Processor (C2P) Transfers 
 
This occurs when DBB transfers Personal Data to an overseas service 
provider or vendor acting as a Data Processor on DBB’s behalf.  In such cases, 
it must be ensured that the service agreement with the third party contains 
the required provisions. 
 
For such transfers, DBB has in place a template Data Processing Agreement 
(DPA), which governs transfers to DBB’s Data Processor and includes 
provisions on cross border transfers. Please refer to Appendix K for the 
Template DPA. 
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If you have any questions or are unsure about the type of transfer, please consult 
the DPO and/or CLO. 
 

13.6 Employees must consult the DPO and/or CLO if they have any questions regarding 
cross-border data transfers or before initiating any such transfers. No cross-border 
transfer of personal data should proceed without prior guidance and approval from 
the DPO and/or CLO to ensure compliance with the PDPA. 

 
13.7 All cross-border transfers must be documented (which must contain the required 

information prescribed under the PDPA), and relevant assessments and 
justifications shall be retained as part of DBB’s data protection records. DBB shall 
review such transfers periodically to ensure ongoing compliance with the PDPA. 

 
13.8 Each department is required to maintain a record of all cross-border transfers. The 

HOD shall be responsible for ensuring that such records are properly kept and 
maintained in accordance with the Template, as set out in Appendix L.  

 
 
14. REVIEW AND AMENDMENT   
 
14.1 The Policy will be updated from time to time by the Chief Legal Officer, Group Legal 

and Secretarial to reflect any changes in legislation or in our methods or practices. 
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APPENDIX A 

 

GENERAL PRINCIPLE CHECKLIST 

 

The General Principle states: 

 

Personal data shall not be processed unless— 

(a) the personal data is processed for a lawful purpose directly related to an 
activity of the data controller; 

(b) the processing of the personal data is necessary for or directly related to that 
purpose; and 

(c) the personal data is adequate but not excessive in relation to that purpose. 

 
Before collecting any personal data,  
 
ASK: 
 
 Is this data related to our business? 

 
 Is this data directly related to the purpose we are collecting it for? 

 
 Can we justify collecting this data? 

 
 Is it absolutely necessary for us to collect this data? 

 
 Is the collection of the data proportionate to the purpose we need it for? 

 
If the answer to any of the above is ‘NO’ or ‘I DON’T KNOW’ then reconsider the 
collection of such personal data. 
 

Important Note: Please note that the checklist above is intended for guidance 
purposes only and should not be considered conclusive legal advice or a definitive 
confirmation of the legal basis for carrying out any intended activities. Please consult 
the DPO and/or CLO as the applicable legal considerations may vary depending on the 
specific facts of each case. 
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APPENDIX B 

 

CONSENT CHECKLIST 

 

The General Principle states: 

 

A data controller shall not— 

(a) in the case of personal data other than sensitive personal data, process 
personal data about a data subject unless the data subject has given his 
consent to the processing of the personal data; or 

(b) in the case of sensitive personal data, process sensitive personal data about a 
data subject except in accordance with the provisions of section 40. 

 

In determining whether consent is required for processing the personal data, ask: 
 
 What personal data are we collecting? 

 
 Is there sensitive personal data involved? 

Sensitive personal data 
 medical information 
 criminal data 
 religious beliefs 
 political opinions 
 biometric data 

 
 What are we using this data for? 

 
 Do any exceptions apply to the purposes we are intending to use? 

Example exceptions:- 
 Performance of the contract with the data subject 
 Taking steps with a view of entering into contract 
 The purpose of use is to comply with law/legal obligation 
 The data is for purposes of prevention or detection of crime 
 The data is to protect vital interests of the data subject 
 The data is for purposes of investigations 
 Sensitive personal data exceptions under Section 40 apply 
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If no exceptions apply a consent is required 
 
Consent methods: 
 Express/Implied Consent for general personal data 
 Explicit Consent for sensitive personal data 
 
Important Note: Please note that the checklist above is intended for guidance purposes 
only and should not be considered conclusive legal advice or a definitive confirmation of 
the legal basis for carrying out any intended activities. Please consult the DPO and/or CLO 
as the applicable legal considerations may vary depending on the specific situation. 
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APPENDIX C 
 

TEMPLATE PRIVACY NOTICE 
 
1. Template General Privacy Notice  

(a) English Version  
 

GENERAL PERSONAL DATA PROTECTION NOTICE 
 

[Duopharma Biotech to place this notice on its website] 
[Duopharma Biotech to adopt this notice for processing of data relating to individuals 

where Duopharma Biotech has a commercial relationship with the individual] 
 
1. This Personal Data Protection Notice (“Notice”) describes how Duopharma Biotech 

Berhad and its Group of Companies (“DBB”) collect and process Personal Data 
(defined below) of DBB’s valued customers, trading partners, vendors, suppliers, 
service providers, speakers, sponsored delegates, event participants, members of 
the general public who interact with DBB, or individuals who visit and access DBB’s 
website, as well as individuals who visit DBB’s premises.  

 
2. “Personal Data” means information about you, from which are you identifiable, 

including but not limited to your name as per your identity card, preferred name, 
identity card number, age, contact number, residential address, e-mail address, 
birth date, gender, nationality, passport number, driver’s licence number, social 
media account, bank details, credit card details, your image or photograph, your 
occupation, your designation in your company, your company details, the industry 
in which you work in, any information about you which you have provided to DBB in 
registration forms, application forms, or any other similar forms and/or any 
information about you that have been or may be collected, stored, used and 
processed by DBB from time to time including any “Sensitive Personal Data”. 
Sensitive Personal Data shall mean any information relating to your physical and 
mental health, political opinions, religious beliefs or other beliefs of a similar 
nature, the commission or alleged commission by you of any offence, and 
biometric data. 

 
3. Your Personal Data may also be collected indirectly through monitoring devices or 

other means, such as building and location access control and monitoring 
systems, including closed-circuit television (CCTV). 

 
4. In some circumstances, you may have provided Personal Data relating to other 

individuals (such as your spouse, family members or friends) and in such 
circumstances you represent and warrant that you are authorised to provide their 
Personal Data to us and you have obtained their consent for their Personal Data to 
be processed and used in the manner as set forth in this Notice.  
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Sources from which your Personal Data may be obtained 
 
5. In addition to the Personal Data you provide to DBB directly, DBB may collect your 

Personal Data from a variety of sources in the course of your dealings with DBB, 
such as: 
• when you fill up application or registration forms or other similar forms; 
• from publicly available sources such as directories; 
• from DBB’s social media pages, if you follow, like or are a fan of such pages;  
• when you visit our premises; 
• when you interact and communicate with DBB at any events or activities; 
• when you register for or participate in contests, conferences, seminars, talks, 

or any other events organized by DBB; 
• when you engage DBB to provide services; 
• from various entities or divisions under DBB; or  
• by using DBB’s websites, which include all websites operated by DBB and under 

the names of its respective brands (“Websites”). Your Personal Data may also 
be collected from cookies used on the Websites. 

 
Why do we collect Personal Data? 

 
6. Collection of Personal Data is relevant in connection with our business process, 

execution, including delivery of services and/or products and customer 
relationship management. DBB may use and process your Personal Data for, 
amongst others, the following purposes (“Purposes”): 

 
Where you are a customer of DBB: 
(a) to perform DBB’s obligations in respect of any contract entered into with you; 
(b) to provide you with any services or products you have requested;  
(c) to carry out, manage and/or maintain your relationship with us; 
(d) to validate your purchases and process payments relating to any products or 

services you have requested, including billing you, maintaining financial 
records, assessing or verifying credit/debit card details and facilitating 
payments of any amount due to us and all related financial matters; 

(e) conducting marketing and client profiling activities in connection with our 
services and related products to understand and analyse our sales as well as 
your needs and preferences; 

(f) to develop, enhance and provide products and services to meet your needs; 
(g) to process your participation in any contests, promotions, events, activities, 

surveys, polls, or any productions organised or sponsored by DBB; 
(h) to process exchanges, refunds or product returns. 

 
Where you are a vendor, supplier or service provider:  
(a) for the purposes of engaging you to provide services or products, including 

speaking engagements and participation in conferences, meetings, or 
events; 
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(b) to facilitate or enable any checks as may be required by DBB in order to 
engage you, including due diligence and compliance checks; 

(c) for vendor, supplier, speaker, or delegate registration and onboarding 
purposes; 

(d) to manage and administer arrangements relating to conferences, meetings, 
events, or sponsored participation; 

(e) for general administrative and record keeping purposes; 
(f) to process payments, reimbursements, claims, or expenses relating to any 

products or services provided or event arrangements;  
(g) to contact you or your organisation in connection with the above purposes. 

 
General: 
(a) to meet any legal or regulatory requirements relating to our provision of 

services and products and to make disclosure under the requirements of any 
applicable law, regulation, direction, court order, by-law, guideline, circular, 
code applicable to us or any related companies of our Group;  

(b) for general administrative and record keeping purposes; 
(c) to control and/or grant you access to our premises, including for security 

purposes and to facilitate investigations into incidents or breaches; 
(d) to fulfil our contractual obligations; 
(e) for purposes of investigations (including investigations within or outside 

DBB), detection, prevention and prosecution of crime; 
(f) to communicate with you for any of the purposes listed in this Notice;  
(g) to respond to questions, comments and feedback from you; and 
(h) for any other purposes that are necessary or related to your relationship with 

us. 
 

Marketing and Promotional Purposes 
 
7. DBB may also use and process your data for other purposes such as (“Additional 

Purposes”): 
 

▪ to send you alerts, newsletters, updates, mailers, promotional materials, 
special privileges, festive greetings from DBB, its partners, sponsors or 
advertisers; 

▪ to provide, market, and/or promote to you products and services that are or 
may be offered by DBB; 

▪ to notify and invite you to events or activities organised by DBB, its partners, 
sponsors or advertisers; 

▪ to process your registration to participate in or attend an event or activity and 
to communicate with you regarding your attendance at the event or activity; 

▪ to share your Personal Data with its partners, advertisers, event companies or 
sponsors who may communicate with you to market their products, services, 
events or promotions; 

by way of post, telephone call, short message service (SMS), and/or by email.  
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8. If you do not consent to DBB processing your Personal Data for the Additional 

Purposes, please notify DBB using the contact details stated below. 
 

What are the effects arising from failure to provide Personal Data? 
 
9. It is not mandatory for you to provide your Personal Data to us. However, if you do 

not provide DBB your Personal Data, DBB will not be able to process your Personal 
Data for the Purposes and Additional Purposes outlined above.  

 
10. If you are a vendor, supplier or service provider, provision of your Personal Data is 

mandatory and failure to provide your Personal Data may be a breach of laws or 
regulatory requirements, and may cause us to be unable to engage you to provide 
services or products or issue payments to you for products or services provided. 
 
Disclosure to Third Parties, and Transfers out of Malaysia 

 
11. You also acknowledge that DBB may also disclose and transfer your Personal Data 

to the following categories of parties (who may be located outside Malaysia and 
may use and process your Personal Data) in connection with the Purposes and 
Additional Purposes above:- 

 
(a) any person to whom we are compelled or required to do so under law or in 

response to a competent or government agency, within or outside of 
Malaysia; 

(b) any related companies and subsidiaries of the DBB group including its 
affiliates, associate companies, agents, representatives, within and outside 
Malaysia, including those established in the future; 

(c) our business partners, strategic partners and affiliates that provide related 
services or products in connection with our business; 

(d) government agencies, statutory authorities and industry regulators, within or 
outside of Malaysia; 

(e) our auditors, consultants, accountants, lawyers or other financial or 
professional advisers;  

(f) our sub-contractors or third party service or product providers as we may 
determine to be necessary or appropriate such as for the purposes of data 
storage or otherwise; 

(g) parties involved in any corporate exercise (e.g. proposed or actual mergers 
and/or acquisitions, joint venture, funding exercise, asset sale or for any 
other matter of such nature which relates to us), within or outside of Malaysia 

(h) any third parties deemed necessary by us to fulfil the above referenced 
purposes. 
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Security of your Personal Data  
 
12. We shall keep and process your data in a secure manner. We are committed to 

maintaining the security of your Personal Data in accordance with the data security 
requirements under the Personal Data Protection Act 2010 (PDPA), as well as our 
internal policies. 
 
Retention Period 

 
13. We process your Personal Data only for as long as necessary to fulfil the purposes 

stated above, and thereafter for as long as we are required to do so under the 
relevant statutory limitation periods, applicable laws and regulations, as well as 
our internal policies. Where the Personal Data is no longer required for the purposes 
stated above or the relevant legal requirements, we will delete the Personal Data. 

 
Use of IP address and cookies 

 
14. An Internet Protocol (IP) address is a series of numbers attached to your electronic 

device. Your IP address is recorded in our server when you visit our website. A cookie 
is a small text file which is placed onto your electronic device when you access our 
website. We use cookies on this website to recognise you whenever you visit this 
website and to make your online experience more efficient and enjoyable. The 
information we obtain from our use of cookies will not usually contain your 
Personal Data, although we may obtain information about your electronic device 
such as your IP address, your browser and other internet log information. In certain 
circumstances, we may collect Personal Data about you, but only where you 
voluntarily provide it, for example, by completing our online feedback form. You can 
modify the settings of your browser to turn off cookies.  

 
Access and Correction 

 
15. You have the right to request access to and/or correct your Personal Data by 

providing written notice to DBB’s Data Protection Officer using the contact 
information set forth below. DBB has the right to: (a) refuse the access or correction 
request for the reasons provided under law; and (b) to charge a fee for each access 
request save where the access is for purposes of updating/correcting your Personal 
Data or for such other legitimate reason accepted by DBB. 

 
Contact Information 

 
16. In the event you wish to limit the processing of your Personal Data, to access or 

correct your data pursuant to Section 15, or if you have any inquiries or complaints 
in respect of the processing of your Personal Data, please contact the relevant 
person using the contact details provided in the table below. The appropriate 
contact person will depend on the entity with which you are engaged. 
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No. DBB entity 

 
Contact Details 

1 Duopharma Biotech Berhad DPO’s Name: Ibrahim Hussin Salleh 
Data Protection Officer 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
dbb@duopharmabiotech.com  
 

2 Duopharma Distribution Sdn 
Bhd 

DPO’s Name: Fatihah Binti Md. Fadzil  
Data Protection Officer 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
ddsb@duopharmabiotech.com 

 
3 Duopharma HAPI Sdn Bhd Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

4 Duopharma Innovation Sdn 
Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

5 Duopharma Manufacturing 
(Bangi) Sdn Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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6 Duopharma Marketing Sdn 
Bhd 

DPO’s Name: Aishah Fadin Binti Baharudin  
Data Protection Officer 
Business telephone number:  03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
dmktg@duopharmabiotech.com  
 

7 Duopharma (M) Sendirian 
Berhad  

DPO’s Name: Nurshaida Binti Nushirwan  
Data Protection Officer 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
dmsb@duopharmabiotech.com 

 
8 Sentosa Pharmacy Sdn Bhd Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

9 Unique Pharmacy Penang 
Sdn Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

 
17. DBB shall have the right to modify, update, or amend the terms of this Notice at any 

time by placing the updated Notice on the Websites. By continuing to communicate 
with DBB, by continuing to use DBB’s services, purchasing products from DBB or by 
your continued engagement with DBB following the modifications, updates or 
amendments to this Notice, such actions shall signify your acceptance of such 
modifications, updates or amendments. 

 
18. This Notice is provided in English and Bahasa Melayu. In the event of conflict 

between the English and Malay version of this Notice, the English version shall 
prevail.  

mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com


 

25 

 

Acknowledgement and Consent 
 
I have read this Notice and by signing and returning a copy of this document, I expressly 
agree and consent to the use, processing and transfer of my Personal Data by DBB as 
described in this Notice.   
 
Signature    : 
Name     : 
Date     : 
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(b) Bahasa Melayu Version  
 
NOTIS PERLINDUNGAN DATA PERIBADI AM 
 
[Duopharma Biotech hendaklah meletakkan notis ini pada laman webnya] 
[Duopharma Biotech hendaklah menerima pakai notis ini bagi pemprosesan data 
berkaitan dengan individu di mana Duopharma Biotech mempunyai hubungan 
komersial dengan individu tersebut] 
 
1. Notis Perlindungan Data Peribadi ini (“Notis”) menerangkan bagaimana 

Duopharma Biotech Berhad dan kumpulan syarikatnya (“DBB”) mengumpul dan 
memproses Data Peribadi (ditakrifkan di bawah) pelanggan-pelanggan DBB yang 
dihargai, rakan dagang, vendor, pembekal, penyedia perkhidmatan, penceramah, 
perwakilan yang ditaja, peserta acara, orang awam yang berinteraksi dengan DBB, 
atau individu yang melawat dan mengakses laman web DBB, serta individu yang 
melawat premis DBB. 

 
2. “Data Peribadi” bermaksud maklumat mengenai anda yang daripadanya anda 

boleh dikenal pasti, termasuk tetapi tidak terhad kepada nama anda seperti dalam 
kad pengenalan, nama pilihan, nombor kad pengenalan, umur, nombor hubungan, 
alamat kediaman, alamat e-mel, tarikh lahir, jantina, kewarganegaraan, nombor 
pasport, nombor lesen memandu, akaun media sosial, butiran bank, butiran kad 
kredit, imej atau gambar anda, pekerjaan anda, jawatan anda dalam syarikat, 
butiran syarikat anda, industri tempat anda bekerja, apa-apa maklumat mengenai 
anda yang telah anda berikan kepada DBB dalam borang pendaftaran, borang 
permohonan, atau apa-apa borang lain yang serupa dan/atau apa-apa maklumat 
mengenai anda yang telah atau mungkin dikumpul, disimpan, digunakan dan 
diproses oleh DBB dari semasa ke semasa termasuk apa-apa “Data Peribadi 
Sensitif”. Data Peribadi Sensitif bermaksud apa-apa maklumat yang berkaitan 
dengan kesihatan fizikal dan mental anda, pandangan politik, kepercayaan agama 
atau kepercayaan lain yang bersifat serupa, pelakuan atau dakwaan pelakuan apa-
apa kesalahan oleh anda, dan data biometrik. 

 
3. Data peribadi anda juga mungkin dikumpulkan secara tidak langsung melalui 

peranti pemantauan atau melalui kaedah lain seperti sistem kawalan dan 
pemantauan akses bangunan dan lokasi, termasuk televisyen litar tertutup (CCTV). 

    
4. Dalam sesetengah keadaan, anda mungkin telah memberikan Data Peribadi yang 

berkaitan dengan individu lain (seperti pasangan, ahli keluarga atau rakan-rakan 
anda) dan dalam keadaan sedemikian, anda menyatakan dan menjamin bahawa 
anda telah diberi kuasa untuk memberikan Data Peribadi mereka kepada kami dan 
anda telah mendapatkan persetujuan mereka untuk Data Peribadi mereka 
diproses dan digunakan sebagaimana yang dinyatakan dalam Notis ini.  
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Sumber-sumber dari mana Data Peribadi anda boleh diperolehi  
 
5. Sebagai tambahan kepada Data Peribadi yang anda berikan kepada DBB secara 

langsung, DBB mungkin mengumpul Data Peribadi anda daripada pelbagai 
sumber sepanjang urusan anda dengan DBB, seperti:  
• apabila anda melengkapkan borang permohonan atau pendaftaran atau 

borang-borang yang seumpamanya;  
• daripada sumber-sumber awam seperti direktori;  
• daripada laman media sosial DBB, jika anda mengikuti, menyukai atau 

merupakan peminat laman-laman tersebut;  
• apabila anda melawat premis-premis kami;  
• apabila anda berinteraksi dan berkomunikasi dengan DBB di mana-mana 

acara atau aktiviti; 
• apabila anda mendaftar untuk atau mengambil bahagian dalam 

pertandingan, persidangan, seminar, ceramah, atau mana-mana acara lain 
yang dianjurkan oleh DBB; 

• apabila anda melantik DBB untuk menyediakan perkhidmatan; 
• daripada pelbagai entiti atau bahagian di bawah DBB; atau 
• dengan menggunakan laman-laman web DBB, termasuk semua laman web 

yang dikendalikan oleh DBB dan di bawah nama-nama jenamanya (“Laman 
Web”). Data Peribadi anda juga mungkin dikumpulkan daripada kuki (cookies) 
yang digunakan dalam Laman Web tersebut. 

 
Mengapakah kami mengumpulkan Data Peribadi? 

 
6. Pengumpulan Data Peribadi anda adalah relevan berkaitan dengan proses 

perniagaan, pelaksanaan, termasuk penyampaian perkhidmatan dan/atau produk 
dan pengurusan perhubungan pelanggan kami. DBB mungkin akan menggunakan 
dan memproses Data Peribadi anda untuk, antara lain, tujuan-tujuan berikut 
(“Tujuan”):  
 
Sekiranya anda merupakan pelanggan DBB:  
(a) untuk melaksanakan obligasi-obligasi DBB berkaitan dengan mana-mana 

kontrak yang dimasuki dengan anda;  
(b) untuk memberikan anda sebarang perkhidmatan atau produk yang dimohon 

oleh anda;  
(c) untuk menjalankan, mengurus dan/atau mengekalkan hubungan anda 

dengan kami; 
(d) untuk mengesahkan pembelian dan memproses pembayaran anda yang 

berkaitan dengan sebarang produk atau perkhidmatan yang telah dimohon 
oleh anda, termasuk pengebilan, menyelenggara rekod kewangan, menilai 
atau mengesahkan butiran kad kredit/debit anda dan memudahkan 
pembayaran mana-mana amaun yang terhutang kepada kami serta 
sebarang perkara kewangan yang berkaitan; 
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(e) mengendalikan aktiviti-aktiviti pemasaran dan pemprofilan pelanggan 
berkaitan dengan perkhidmatan dan produk berkaitan kami untuk 
memahami dan menganalisis jualan kami serta keperluan dan pilihan anda;  

(f) untuk membangunkan, meningkatkan dan menyediakan produk dan 
perkhidmatan bagi memenuhi keperluan anda; 

(g) untuk memproses penyertaan anda dalam sebarang pertandingan, promosi, 
acara, aktiviti, tinjauan, pengundian, atau mana-mana produksi yang 
dianjurkan atau ditaja oleh DBB; 

(h) untuk memproses pertukaran, bayaran balik atau pemulangan produk. 
 

Sekiranya anda merupakan vendor, pembekal atau penyedia perkhidmatan:  
(a) bagi tujuan melantik anda untuk memberikan perkhidmatan atau produk, 

termasuk penglibatan sebagai penceramah dan penyertaan dalam 
persidangan, mesyuarat, atau acara; 

(b) untuk memudahkan atau membolehkan sebarang pemeriksaan yang 
dikehendaki oleh DBB bagi tujuan melantik anda, termasuk usaha wajar (due 
diligence) dan pemeriksaan pematuhan (compliance checks); 

(c) bagi tujuan pendaftaran dan penyertaan (onboarding) vendor, pembekal, 
penceramah, atau perwakilan;  

(d) untuk mengurus dan mentadbir pengaturan yang berkaitan dengan 
persidangan, mesyuarat, acara, atau penyertaan yang ditaja; 

(e) bagi tujuan pentadbiran am dan penyimpanan rekod; 
(f) untuk memproses pembayaran, pembayaran balik, tuntutan, atau 

perbelanjaan yang berkaitan dengan sebarang produk atau perkhidmatan 
yang diberikan atau pengaturan acara; 

(g) untuk menghubungi anda atau organisasi anda berkaitan dengan tujuan-
tujuan di atas. 

 
Am: 
(a) untuk mematuhi sebarang keperluan undang-undang atau kawal selia yang 

berkaitan dengan penyediaan perkhidmatan dan produk kami dan untuk 
membuat pendedahan di bawah keperluan sebarang undang-undang, 
peraturan, arahan, perintah mahkamah, undang-undang kecil, garis 
panduan, pekeliling, kod yang terpakai kepada kami atau mana-mana 
syarikat berkaitan dengan Kumpulan kami; 

(b) bagi tujuan pentadbiran am dan penyimpanan rekod; 
(c) untuk mengawal dan/atau memberikan anda akses ke premis kami, 

termasuk bagi tujuan keselamatan dan untuk memudahkan penyiasatan 
terhadap insiden atau pelanggaran; 

(d) untuk memenuhi kewajipan kontrak kami;  
(e) bagi tujuan penyiasatan (termasuk penyiasatan di dalam atau di luar DBB), 

pengesanan, pencegahan dan pendakwaan jenayah; 
(f) untuk berkomunikasi dengan anda bagi mana-mana tujuan yang 

disenaraikan dalam Notis ini; 
(g) untuk menjawab soalan, komen dan maklum balas daripada anda; dan 
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(h) bagi sebarang tujuan lain yang perlu atau berkaitan dengan hubungan anda 
dengan kami. 

 
Tujuan-tujuan Pemasaran dan Promosi  

 
7. DBB juga boleh menggunakan dan memproses data anda untuk tujuan-tujuan lain 

seperti (“Tujuan-tujuan Tambahan”): 
 
• untuk menghantar kepada anda makluman, surat berita, kemas kini, bahan 

mel, bahan promosi, keistimewaan, ucapan perayaan daripada DBB, rakan 
perniagaannya, penaja atau pengiklan; 

• untuk menyediakan, memasarkan, dan/atau mempromosikan produk dan 
perkhidmatan yang ditawarkan atau mungkin ditawarkan oleh DBB kepada 
anda; 

• untuk memaklumkan dan menjemput anda ke acara atau aktiviti yang 
dianjurkan oleh DBB, rakan perniagaannya, penaja atau pengiklan; 

• untuk memproses pendaftaran anda untuk mengambil bahagian dalam atau 
menghadiri sesuatu acara atau aktiviti dan untuk berkomunikasi dengan 
anda mengenai kehadiran anda di acara atau aktiviti tersebut; 

• untuk berkongsi Data Peribadi anda dengan rakan perniagaan, pengiklan, 
syarikat acara atau penajanya yang mungkin berkomunikasi dengan anda 
untuk memasarkan produk, perkhidmatan, acara atau promosi mereka; 

 
melalui pos, panggilan telefon, perkhidmatan pesanan ringkas (SMS), dan/atau 
melalui e-mel. 

 
8. Jika anda tidak bersetuju untuk DBB memproses Data Peribadi anda bagi Tujuan-

tujuan Tambahan, sila maklumkan kepada DBB menggunakan butiran hubungan 
yang dinyatakan di bawah. 

 
Apakah kesan-kesan yang timbul daripada kegagalan untuk memberikan Data 
Peribadi? 

 
9. Pemberian Data Peribadi anda kepada kami bukan wajib. Walau bagaimanapun, 

jika anda tidak memberikan Data Peribadi anda, DBB tidak boleh memproses Data 
Peribadi anda untuk Tujuan dan Tujuan-tujuan Tambahan yang dinyatakan di atas 

 
10. Sekiranya anda adalah seorang vendor, pembekal atau penyedia perkhidmatan, 

pemberian Data Peribadi anda adalah wajib dan kegagalan untuk memberi Data 
Peribadi anda mungkin merupakan pelanggaran undang-undang atau keperluan 
kawal selia, dan mungkin menyebabkan kami tidak dapat melantik anda untuk 
memberikan perkhidmatan atau produk atau membuat pembayaran kepada anda 
bagi produk atau perkhidmatan yang telah diberikan. 
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Pendedahan kepada Pihak Ketiga dan Pemindahan ke Luar Malaysia 
 

11. Anda juga mengakui bahawa DBB juga mungkin mendedahkan dan memindahkan 
Data Peribadi anda kepada kategori-kategori pihak berikut (yang mungkin terletak 
di luar Malaysia dan mungkin menggunakan serta memproses Data Peribadi anda) 
berkaitan dengan Tujuan dan Tujuan-tujuan Tambahan di atas:- 
(a) mana-mana pihak yang kami diwajibkan atau dikehendaki untuk berbuat 

demikian di bawah undang-undang atau sebagai tindak balas kepada agensi 
yang kompeten atau agensi kerajaan, di dalam atau di luar Malaysia;   

(b) mana-mana syarikat berkaitan dan anak syarikat dalam kumpulan DBB 
termasuk syarikat gabungan, syarikat bersekutu, ejen, wakil, di dalam dan di 
luar Malaysia, termasuk yang akan ditubuhkan pada masa hadapan; 

(c) rakan kongsi perniagaan, rakan kongsi strategik dan syarikat gabungan 
kami yang menyediakan perkhidmatan atau produk yang berkaitan dengan 
perniagaan kami; 

(d) agensi kerajaan, pihak berkuasa berkanun dan pengawal selia industri, di 
dalam atau di luar Malaysia; 

(e) juruaudit, perunding, akauntan, peguam atau penasihat kewangan atau 
profesional lain kami; 

(f) subkontraktor atau penyedia perkhidmatan atau produk pihak ketiga kami 
seperti yang ditentukan oleh kami sebagai perlu atau wajar seperti bagi 
tujuan penyimpanan data atau sebaliknya; 

(g) pihak-pihak yang terlibat dalam mana-mana urusan korporat (contohnya 
cadangan atau pelaksanaan penggabungan dan/atau pengambilalihan, 
usaha sama, urusan pembiayaan, penjualan aset atau mana-mana perkara 
lain yang bersifat sedemikian yang berkaitan dengan kami), di dalam atau di 
luar Malaysia; 

(h) mana-mana pihak ketiga yang kami anggap perlu bagi memenuhi tujuan-
tujuan yang dirujuk di atas. 

 
Keselamatan Data Peribadi Anda 

 
12. Kami akan menyimpan dan memproses data anda dengan cara yang selamat. 

Kami komited untuk mengekalkan keselamatan Data Peribadi anda selaras 
dengan keperluan keselamatan data di bawah Akta Perlindungan Data Peribadi 
2010 (PDPA), serta dasar dalaman kami.  

 
Tempoh Penyimpanan  

 
13. Kami memproses Data Peribadi anda hanya bagi tempoh yang diperlukan bagi 

memenuhi tujuan-tujuan yang dinyatakan di atas, dan selepas itu selama mana 
kami dikehendaki untuk berbuat demikian menurut tempoh had statutori yang 
berkaitan, undang-undang dan peraturan yang terpakai, serta dasar dalaman 
kami. Sekiranya Data Peribadi tersebut tidak lagi diperlukan bagi tujuan-tujuan 



 

31 

 

yang dinyatakan di atas atau bagi memenuhi keperluan undang-undang yang 
berkaitan, kami akan memadamkan Data Peribadi tersebut.  
 
Penggunaan alamat IP dan kuki  

 
14. Alamat Protokol Internet (IP) ialah satu siri nombor yang dilekatkan pada peranti 

elektronik anda. Alamat IP anda direkodkan dalam pelayan kami apabila anda 
melayari laman web kami. Kuki ialah fail teks kecil yang ditempatkan pada peranti 
elektronik anda apabila anda mengakses laman web kami. Kami menggunakan 
kuki di laman web ini untuk mengenal pasti anda setiap kali anda melawat laman 
web ini dan untuk menjadikan pengalaman dalam talian anda lebih cekap dan 
menyeronokkan. Maklumat yang kami peroleh daripada penggunaan kuki 
lazimnya tidak mengandungi Data Peribadi anda, walaupun kami mungkin 
memperoleh maklumat mengenai peranti elektronik anda seperti alamat IP, 
pelayar internet anda dan maklumat log internet lain. Dalam keadaan tertentu, 
kami mungkin mengumpul Data Peribadi mengenai anda, tetapi hanya apabila 
anda memberikannya secara sukarela, contohnya dengan melengkapkan borang 
maklum balas dalam talian kami. Anda boleh mengubah tetapan pelayar internet 
anda untuk mematikan kuki. 

 
Akses dan Pembetulan  

 
15. Anda mempunyai hak untuk meminta akses kepada dan/atau membetulkan Data 

Peribadi anda dengan memberikan notis bertulis kepada Pegawai Perlindungan 
Data DBB menggunakan maklumat hubungan yang dinyatakan di bawah. DBB 
berhak untuk: (a) menolak permintaan akses atau pembetulan tersebut atas 
alasan-alasan yang diperuntukkan di bawah undang-undang; dan (b) 
mengenakan fi bagi setiap permohonan akses kecuali jika akses tersebut adalah 
bagi tujuan mengemas kini/membetulkan Data Peribadi anda atau atas sebab sah 
lain yang diterima oleh DBB.   

 
Maklumat Hubungan  

 
16. Sekiranya anda ingin mengehadkan pemprosesan Data Peribadi anda, mengakses 

atau membetulkan data anda menurut Seksyen 15, atau sekiranya anda 
mempunyai sebarang pertanyaan atau aduan berhubung dengan pemprosesan 
Data Peribadi anda, sila hubungi pihak yang berkaitan menggunakan butiran 
hubungan yang disediakan dalam jadual di bawah. Pihak yang sesuai untuk 
dihubungi bergantung kepada entiti yang berurusan dengan anda. 
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No. Entiti DBB  
 

Butiran Hubungan 

1 Duopharma Biotech Berhad Nama DPO: Ibrahim Hussin Salleh 
Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dbb@duopharmabiotech.com  
 

2 Duopharma Distribution Sdn 
Bhd 

Nama DPO: Fatihah Binti Md. Fadzil 
Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
ddsb@duopharmabiotech.com  
 

3 Duopharma HAPI Sdn Bhd Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
4 Duopharma Innovation Sdn 

Bhd 
Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
5 Duopharma Manufacturing 

(Bangi) Sdn Bhd 
Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 

mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
6 Duopharma Marketing Sdn 

Bhd 
Nama DPO: Aishah Fadin Binti Baharudin 
Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dmktg@duopharmabiotech.com 

 
7 Duopharma (M) Sdn Bhd Nama DPO: Nurshaida Binti Nushirwan 

Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dmsb@duopharmabiotech.com  
 

8 Sentosa Pharmacy Sdn Bhd Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
9 Unique Pharmacy Penang 

Sdn Bhd 
Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
 

17. DBB mempunyai hak untuk mengubah suai, mengemas kini, atau meminda 
terma-terma Notis ini pada bila-bila masa dengan menyiarkan Notis yang telah 
dikemas kini di Laman Web. Dengan meneruskan untuk berkomunikasi dengan 
DBB, dengan masih menggunakan perkhidmatan DBB, membeli produk daripada 
DBB atau melalui pelantikan anda dengan DBB yang berterusan berikutan 

mailto:ibrahim@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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pengubahsuaian, pengemaskinian atau pemindaan kepada Notis ini, tindakan 
sedemikian menunjukkan penerimaan anda terhadap pengubahsuaian, 
pengemaskinian atau pemindaan tersebut. 

 
18. Notis ini disediakan dalam Bahasa Inggeris dan Bahasa Melayu. Sekiranya 

terdapat percanggahan antara versi Bahasa Inggeris dan versi Bahasa Melayu bagi 
Notis ini, versi Bahasa Inggeris akan diguna pakai.    

 
 

Pengakuan dan Persetujuan 
 

Saya telah membaca dan memahami Notis Privasi ini dan dengan menandatangani 
serta mengembalikan salinan Notis ini, saya secara nyata bersetuju dan 
memberikan persetujuan kepada penggunaan, pemprosesan dan pemindahan Data 
Peribadi saya sebagaimana yang diterangkan dalam Notis ini. 
 

Tandatangan  :  
Nama    : 
Tarikh    : 
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2. Template Employee Privacy Notice  
(a) English Version  

 
PERSONAL DATA PROTECTION NOTICE FOR EMPLOYEES AND PROSPECTIVE EMPLOYEES 
 
1. This Personal Data Protection Notice for Employees and Prospective Employees 

(“Notice”) describes how Duopharma Biotech Berhad and its group of companies 
(“DBB”) collect, process, and use your Personal Data (defined below).  

 
2. “Personal Data” means information about you, from which you are identifiable, 

including but not limited to your name, residential address, residential telephone 
number, mobile phone number, identity card number, your image or photograph, 
income tax reference number, previous education and work experience 
information, bank account number, EPF and SOCSO reference number, name(s), 
date(s) of birth and contact details of spouse, next of kin, and children, any 
information generated during the course of your employment with DBB including 
any “Sensitive Personal Data”. Sensitive Personal Data shall mean any information 
relating to: 
(a) your physical and mental health 
(b) your political opinions 
(c) your religious beliefs or other beliefs of a similar nature 
(d) the commission or alleged commission by you of any offence 
(e) your biometric data 

 
3. Your Personal Data may be collected by DBB from various sources including but not 

limited to the information provided directly by you (whether in oral or written form), 
including those provided during the recruitment stage or application process (e.g. 
information in your resume or application form(s)), computers, servers, mobile 
phones, and other devices whether provided by DBB or owned by you, and from third 
parties (e.g. from recruitment agencies, head-hunters, governmental authorities, 
medical report from DBB, your referees and from carrying out security / credit 
checks), information generated as a result of our relationship with you which are 
collected and maintained by us prior to and during the course of your employment. 

 
4. In some circumstances, your Personal Data may be collected indirectly from 

monitoring devices or by other means for example, building and location access 
control and monitoring systems, closed circuit television, telephone logs and 
recordings and email and Internet access logs.   

 
5. If you are a prospective employee of DBB, provision of your Personal Data to DBB is 

mandatory and failure to provide your Personal Data will result in DBB not being 
able to consider you for employment with DBB. 

 
6. Where you have been accepted for employment with DBB, provision of your Personal 

Data to DBB is mandatory for the purposes of your employment with DBB, for the 
processing of your salary and enjoyment of the benefits offered by DBB to its 
employees, as well as to comply with the law.  
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Purposes of Processing  
 

7. You hereby acknowledge and agree that DBB collects, uses, processes and retains 
your Personal Data for the purposes of your employment with DBB and to ensure 
that your job application, recruitment and/or employment with DBB can be 
managed and administered effectively, including (without limitation) for the 
following purposes: 

 
If you are a prospective employee, for: 
(a) assessment of your eligibility for employment and evaluation of your 

qualifications relevant to potential employment with DBB; 
(b) pre-employment verification of information provided by prospective 

employees, including checking the accuracy and completeness of the details 
(such as qualifications and employment history); 

(c) pre-employment vetting of prospective employees' backgrounds and 
circumstances, which may include conducting criminal background checks, 
obtaining information from credit bureaus to assess creditworthiness, 
conducting reference checks to evaluate suitability for employment; and 

(d) general administrative and record keeping purposes. 
 

Once you are employed with DBB, for: 
(a) purposes of assessing individual work performance, attendance and 

disciplinary record; 
(b) workforce development, training and certification of employees; 
(c) obtaining and maintaining employee health records and information which 

include requiring you to complete a medical questionnaire or undertake a 
medical examination; 

(d) administering, approving and monitoring employee benefits and 
entitlements such as salaries, bonuses and other benefits; 

(e) providing employee references including issuing letters to third parties 
confirming an employee's details of employment with DBB (excluding salary 
information); 

(f) monitoring your business communications, including telephone, email and 
internet traffic data (such as sender and recipient details, subject lines; 
dates and times of text messages; email attachments; numbers called and 
duration of calls; domain names of websites visited, duration of visits; and 
files downloaded from the internet), for purposes that include providing 
evidence of business transactions; ensuring compliance with business 
procedures, policies and contracts with employees; fulfilling legal 
obligations; monitoring service standards and staff performance, and 
supporting staff training; 

(g) compliance with regulatory and reporting obligations (both within and 
outside of Malaysia), which may entail disclosure of your Personal Data to the 
employment, tax, immigration authorities and/or any governmental 
authorities; 

(h) business process execution, including the delivering of services to clients; 
(i) general administrative, management and record keeping purposes; 
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(j) regulatory approvals and compliance; audits (including quality control) and 
compliance purposes; 

(k) risk management and security purposes; 
(l) financial or security checks; 
(m) statistical analysis; 
(n) assessment and analysis, credit checking, security settling; 
(o) internal investigations and legal proceedings (including disciplinary 

proceedings), detection and prevention of fraud and other unlawful or illegal 
activity, and to support investigations related to such activities; and 

(p) all other matters relating to your employment with DBB as DBB considers to 
be necessary or appropriate. 

 
Disclosure to Third Parties, and Transfers out of Malaysia 

 
8. You also acknowledge that DBB may also disclose and transfer your Personal Data 

to the following parties (who may be located outside Malaysia and may use and 
process your Personal Data) in connection with any of the purposes above:  
(a) Duopharma Biotech Group of Companies and business partners, such as 

organizations that provide and administer employee benefits and other 
services to Duopharma Biotech Group of Companies, including but not 
limited to auditors, insurance service providers, healthcare service providers 
and immigration related service providers for administrative purposes, 
economic efficiencies, benchmarking and transfer opportunities within the 
Duopharma Biotech Group of Companies; 

(b) any person to whom DBB is compelled or required to do so under law or in 
response to a competent or government agency; 

(c) any person where public interest or our interests require disclosure;  
(d) any agent or third party service provider who provides administrative, 

commercial, professional, telecommunications, payroll services, computer or 
other services to DBB in connection with our business;  

(e) any person seeking employment references;  
(f) pension or insurance companies with whom DBB has arranged benefits 

coverage for its employees;  
(g) parties (including but not limited to its advisers/representatives) in 

connection with any corporate exercise, e.g. any proposed or actual mergers 
and/or acquisitions, joint venture, funding exercise, asset sale or for any 
other matter of such nature which relates to us; and 

(h) such sub-contractors or third party service or product providers as DBB may 
determine to be necessary or appropriate for purposes of data storage or 
processing or human resource management or otherwise. 

 
Security of your Personal Data 

 
9. We are committed to maintaining the security of your Personal Data in accordance 

with the data security requirements under the Personal Data Protection Act 2010 
(PDPA), as well as our internal policies. 
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Retention Period 
 

10. We process your Personal Data only for as long as necessary to fulfil the purposes 
stated above, and thereafter for as long as we are required to do so under the 
relevant statutory limitation periods, applicable laws and regulations, as well as 
our internal policies. Where the Personal Data is no longer required for the purposes 
stated above or the relevant legal requirements, we will delete the Personal Data.  

 
Access and Correction 

 
11. You have the right to request access to and/or correct your Personal Data by 

providing written notice to DBB’s Data Protection Officer using the contact 
information set forth below. DBB has the right to: (a) refuse the access or correction 
request for the reasons provided under the law; and (b) to charge a fee for each 
access request save where the access is for purposes of updating/correcting your 
Personal Data or for such other legitimate reason accepted by DBB. 

 
Contact Information 

12. In the event you wish to limit the processing of your Personal Data, to access or 
correct your data pursuant to Section 11, or if you have any inquiries or complaints 
in respect of the processing of your Personal Data, please contact the relevant 
person using the contact details provided in the table below. The appropriate 
contact person will depend on the entity under which you are employed. 
 

 
No. DBB entity 

 
Contact Details 

1 Duopharma Biotech Berhad DPO’s Name: Ibrahim Hussin Salleh 
Data Protection Officer 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
dbb@duopharmabiotech.com  
 

2 Duopharma Distribution Sdn 
Bhd 

DPO’s Name: Fatihah Binti Md. Fadzil  
Data Protection Officer 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
ddsb@duopharmabiotech.com 
 
 

mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
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3 Duopharma HAPI Sdn Bhd Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

4 Duopharma Innovation Sdn 
Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

5 Duopharma Manufacturing 
(Bangi) Sdn Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

6 Duopharma Marketing Sdn 
Bhd 

DPO’s Name: Aishah Fadin Binti Baharudin  
Data Protection Officer 
Business telephone number:  03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
dmktg@duopharmabiotech.com  
 

7 Duopharma (M) Sendirian 
Berhad  

DPO’s Name: Nurshaida Binti Nushirwan  
Data Protection Officer 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Dedicated/official business email address 
of the DPO: dpo-
dmsb@duopharmabiotech.com 

 

 

 

 

 

mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
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8 Sentosa Pharmacy Sdn Bhd Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

9 Unique Pharmacy Penang 
Sdn Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 
Business email: 
ibrahim@duopharmabiotech.com  
 

 
13. During the course of your employment, DBB shall have the right to modify, update 

or amend the terms of this Notice at any time by placing the updated Notice on the 
Intranet Portal and such modifications, updates or amendments shall be binding 
on you. 

 
14. In the event of conflict between the English and Malay version of this Notice, the 

English version shall prevail.   
 
 

 
 

Acknowledgement and Consent 
 
 
I have read and understood this Privacy Notice and by signing and returning a copy of 
this Notice, I expressly agree and consent to the use, processing and transfer of my 
Personal Data as described in this Notice. 
 
 
______________________________ 
Signature 
 
Name : 
NRIC : 
Date : 
 
 
  

mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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(b) Bahasa Melayu Version  
 
NOTIS PERLINDUNGAN DATA PERIBADI BAGI PEKERJA DAN CALON PEKERJA 
 
1. Notis Perlindungan Data Peribadi bagi Pekerja dan Calon Pekerja (“Notis”) ini 

menerangkan bagaimana Duopharma Biotech Berhad dan kumpulan syarikatnya 
(“DBB”) mengumpul, memproses dan menggunakan Data Peribadi anda 
(ditakrifkan di bawah).   
 

2. “Data Peribadi” bermaksud maklumat mengenai anda yang daripadanya anda 
boleh dikenal pasti, termasuk tetapi tidak terhad kepada nama anda, alamat 
kediaman, nombor telefon kediaman, nombor telefon bimbit, nombor kad 
pengenalan, imej atau gambar anda, nombor rujukan cukai pendapatan, 
maklumat pendidikan dan pengalaman kerja terdahulu, nombor akaun bank, 
nombor rujukan KWSP dan PERKESO, nama, tarikh lahir dan butiran perhubungan 
pasangan, waris terdekat dan anak-anak, serta apa-apa maklumat yang dijana 
sepanjang tempoh pekerjaan anda dengan DBB termasuk apa-apa “Data Peribadi 
Sensitif”. Data Peribadi Sensitif bermaksud sebarang maklumat yang berkaitan 
dengan:  
(a) kesihatan fizikal dan mental anda  
(b) pandangan politik anda  
(c) kepercayaan agama anda atau kepercayaan lain yang seumpamanya  
(d) pelakuan atau dakwaan pelakuan oleh anda terhadap mana-mana 

kesalahan  
(e) data biometrik anda  

 
3. Data Peribadi anda boleh dikumpulkan oleh DBB daripada pelbagai sumber 

termasuk tetapi tidak terhad kepada maklumat yang diberikan secara langsung 
oleh anda (sama ada secara lisan atau bertulis), termasuk yang diberikan semasa 
peringkat pengambilan atau proses permohonan (cth maklumat dalam resume 
atau borang permohonan anda), komputer, pelayan, telefon bimbit dan peranti lain 
sama ada yang disediakan oleh DBB atau dimiliki oleh anda, serta daripada pihak 
ketiga (cth daripada agensi pengambilan pekerja, pemburu bakat, pihak berkuasa 
kerajaan, laporan perubatan daripada DBB, rujukan anda, dan daripada 
pelaksanaan pemeriksaan keselamatan / kredit), maklumat yang dijana daripada 
hubungan kami dengan anda yang dikumpul dan disimpan oleh kami sebelum 
dan sepanjang tempoh pekerjaan anda.  

 
4. Dalam keadaan tertentu, Data Peribadi anda mungkin dikumpulkan secara tidak 

langsung melalui peranti pemantauan atau melalui kaedah lain seperti sistem 
kawalan dan pemantauan akses bangunan dan lokasi, televisyen litar tertutup 
(CCTV), log dan rakaman telefon, serta log akses e-mel dan Internet.    

 
5. Jika anda merupakan calon pekerja DBB, pemberian Data Peribadi anda kepada 

DBB adalah mandatori dan kegagalan untuk memberikan Data Peribadi anda akan 
menyebabkan DBB tidak dapat mempertimbangkan anda untuk bekerja dengan 
DBB.   
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6. Sekiranya anda telah diterima bekerja dengan DBB, pemberian Data Peribadi anda 
kepada DBB adalah mandatori bagi tujuan pekerjaan anda dengan DBB, bagi 
pemprosesan gaji anda serta untuk menikmati faedah yang ditawarkan oleh DBB 
kepada pekerjanya, serta bagi mematuhi undang-undang.  

 
Tujuan Pemprosesan 
 

7. Anda dengan ini mengakui dan bersetuju bahawa DBB mengumpul, 
menggunakan, memproses dan menyimpan Data Peribadi anda bagi tujuan 
pekerjaan anda dengan DBB serta bagi memastikan permohonan kerja, 
pengambilan dan/atau pekerjaan anda dengan DBB dapat diurus dan ditadbir 
dengan berkesan, termasuk (tanpa had) bagi tujuan-tujuan berikut: 

 
Sekiranya anda merupakan calon pekerja, bagi: 
(a) menilai kelayakan anda untuk pekerjaan serta menilai kelayakan anda yang 

berkaitan dengan potensi pekerjaan dengan DBB;   
(b) pengesahan pra-pekerjaan terhadap maklumat yang diberikan oleh calon 

pekerja, termasuk menyemak ketepatan dan kelengkapan butiran tersebut 
(seperti kelayakan dan sejarah pekerjaan);  

(c) pemeriksaan latar belakang dan keadaan calon pekerja sebelum pekerjaan, 
yang mungkin termasuk menjalankan semakan latar belakang jenayah, 
mendapatkan maklumat daripada biro kredit bagi menilai kelayakan kredit, 
serta menjalankan semakan rujukan bagi menilai kesesuaian untuk 
pekerjaan;   

(d) tujuan pentadbiran am dan penyimpanan rekod.  
 

Setelah anda diterima bekerja dengan DBB, bagi: 
(a) tujuan menilai prestasi kerja individu, kehadiran dan rekod disiplin; 
(b) pembangunan tenaga kerja, latihan dan pensijilan pekerja;  
(c) mendapatkan dan mengekalkan rekod dan maklumat kesihatan pekerja 

termasuk: memerlukan anda melengkapkan soal selidik perubatan atau 
menjalani pemeriksaan perubatan;  

(d) mentadbir, meluluskan dan memantau faedah serta kelayakan pekerja 
seperti gaji, bonus dan faedah lain;    

(e) menyediakan rujukan pekerja termasuk mengeluarkan surat-surat kepada 
pihak ketiga yang mengesahkan butiran pekerjaan pekerja dengan DBB 
(tidak termasuk maklumat gaji);  

(f) memantau komunikasi perniagaan anda, termasuk data trafik telefon, e-mel 
dan internet (seperti butiran penghantar dan penerima, tajuk mesej; tarikh 
dan masa mesej teks; lampiran e-mel; nombor yang dihubungi dan tempoh 
panggilan; nama domain laman web yang dilawati, tempoh lawatan; serta fail 
yang dimuat turun dari internet), bagi tujuan termasuk menyediakan bukti 
transaksi perniagaan; memastikan pematuhan terhadap prosedur, dasar 
perniagaan dan kontrak dengan pekerja; memenuhi kewajipan undang-
undang; memantau standard perkhidmatan dan prestasi kakitangan, serta 
menyokong latihan kakitangan;  

(g) pematuhan terhadap obligasi kawal selia dan pelaporan (di dalam dan di luar 
Malaysia), yang mungkin memerlukan pendedahan Data Peribadi anda 
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kepada pihak berkuasa pekerjaan, cukai, imigresen dan/atau mana-mana 
pihak berkuasa kerajaan;   

(h) pelaksanaan proses perniagaan termasuk penyampaian perkhidmatan 
kepada pelanggan; 

(i) tujuan pentadbiran, pengurusan dan penyimpanan rekod secara am;  
(j) kelulusan kawal selia dan pematuhan; audit (termasuk kawalan kualiti) dan 

tujuan pematuhan;   
(k) tujuan pengurusan risiko dan keselamatan; 
(l) semakan kewangan atau keselamatan;  
(m) analisis statistik;  
(n) penilaian dan analisis, semakan kredit serta penyelesaian keselamatan;  
(o) siasatan dalaman dan prosiding undang-undang (termasuk prosiding 

tatatertib), pengesanan dan pencegahan penipuan serta aktiviti lain yang 
tidak sah atau menyalahi undang-undang, serta menyokong siasatan 
berkaitan dengan aktiviti-aktiviti tersebut; dan 

(p) semua perkara lain yang berkaitan dengan pekerjaan anda dengan DBB 
sebagaimana yang dianggap perlu atau munasabah oleh DBB.  

 
Pendedahan kepada Pihak Ketiga dan Pemindahan ke Luar Malaysia  
 

8. Anda juga mengakui bahawa DBB boleh mendedahkan dan memindahkan Data 
Peribadi anda kepada pihak-pihak berikut (yang mungkin berada di luar Malaysia 
dan mungkin menggunakan serta memproses Data Peribadi anda) berkaitan 
dengan mana-mana tujuan di atas:  
(a) Kumpulan Syarikat Duopharma Biotech dan rakan perniagaannya, seperti 

organisasi yang menyediakan dan mentadbir faedah pekerja serta 
perkhidmatan lain kepada Kumpulan Syarikat Duopharma Biotech, 
termasuk tetapi tidak terhad kepada juruaudit, penyedia perkhidmatan 
insurans, penyedia perkhidmatan penjagaan kesihatan dan penyedia 
perkhidmatan berkaitan imigresen bagi tujuan pentadbiran, kecekapan 
ekonomi, penandaaras dan peluang pemindahan dalam Kumpulan Syarikat 
Duopharma Biotech; 

(b) mana-mana individu yang kepadanya DBB diwajibkan atau dikehendaki 
untuk berbuat demikian menurut undang-undang atau sebagai tindak balas 
kepada agensi yang kompeten atau agensi kerajaan;   

(c) mana-mana individu di mana kepentingan awam atau kepentingan kami 
memerlukan pendedahan tersebut;   

(d) mana-mana ejen atau penyedia perkhidmatan pihak ketiga yang 
menyediakan perkhidmatan pentadbiran, komersial, profesional, 
telekomunikasi, perkhidmatan penggajian, perkhidmatan komputer atau 
perkhidmatan lain kepada DBB berkaitan dengan perniagaan kami;   

(e) mana-mana individu yang memohon rujukan pekerjaan;   
(f) syarikat pencen atau insurans yang dengannya DBB telah mengatur 

perlindungan faedah bagi pekerja-pekerjanya;   
(g) pihak-pihak (termasuk tetapi tidak terhad kepada penasihat/wakilnya) 

berhubung dengan mana-mana urusan korporat, contohnya sebarang 
cadangan atau pelaksanaan penggabungan dan/atau pengambilalihan, 
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usaha sama, urusan pembiayaan, penjualan aset atau mana-mana perkara 
lain yang bersifat seumpamanya yang berkaitan dengan kami; dan  

(h) subkontraktor atau penyedia perkhidmatan atau produk pihak ketiga yang 
ditentukan oleh DBB sebagai perlu atau sesuai bagi tujuan penyimpanan 
atau pemprosesan data, pengurusan sumber manusia atau sebaliknya. 

 
Keselamatan Data Peribadi Anda  
 

9. Kami komited untuk mengekalkan keselamatan Data Peribadi anda selaras 
dengan keperluan keselamatan data di bawah Akta Perlindungan Data Peribadi 
2010 (PDPA), serta dasar dalaman kami.  

 
Tempoh Penyimpanan 
 

10. Kami memproses Data Peribadi anda hanya bagi tempoh yang diperlukan bagi 
memenuhi tujuan-tujuan yang dinyatakan di atas, dan selepas itu selama mana 
kami dikehendaki untuk berbuat demikian menurut tempoh had statutori yang 
berkaitan, undang-undang dan peraturan yang terpakai, serta dasar dalaman 
kami. Sekiranya Data Peribadi tersebut tidak lagi diperlukan bagi tujuan-tujuan 
yang dinyatakan di atas atau bagi memenuhi keperluan undang-undang yang 
berkaitan, kami akan memadamkan Data Peribadi tersebut.  

 
Akses dan Pembetulan  
 

11. Anda mempunyai hak untuk meminta akses kepada dan/atau membetulkan Data 
Peribadi anda dengan memberikan notis bertulis kepada Pegawai Perlindungan 
Data DBB menggunakan maklumat hubungan yang dinyatakan di bawah. DBB 
berhak untuk: (a) menolak permintaan akses atau pembetulan tersebut atas 
alasan-alasan yang diperuntukkan di bawah undang-undang; dan (b) 
mengenakan fi bagi setiap permohonan akses kecuali jika akses tersebut adalah 
bagi tujuan mengemas kini/membetulkan Data Peribadi anda atau atas sebab sah 
lain yang diterima oleh DBB.   

 
Maklumat Hubungan 
 

12. Sekiranya anda ingin mengehadkan pemprosesan Data Peribadi anda, untuk 
mengakses atau membetulkan data anda menurut Seksyen 11, atau sekiranya anda 
mempunyai sebarang pertanyaan atau aduan berhubung dengan pemprosesan 
Data Peribadi anda, sila hubungi pihak yang berkaitan menggunakan butiran 
hubungan yang disediakan dalam jadual di bawah. Individu yang sesuai untuk 
dihubungi bergantung kepada entiti di bawah mana anda bekerja. 
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No. Entiti DBB  
 

Butiran Hubungan 

1 Duopharma Biotech Berhad Nama DPO: Ibrahim Hussin Salleh 
Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dbb@duopharmabiotech.com  
 

2 Duopharma Distribution Sdn 
Bhd 

Nama DPO: Fatihah Binti Md. Fadzil 
Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
ddsb@duopharmabiotech.com  
 

3 Duopharma HAPI Sdn Bhd Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
4 Duopharma Innovation Sdn 

Bhd 
Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
5 Duopharma Manufacturing 

(Bangi) Sdn Bhd 
Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 

mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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6 Duopharma Marketing Sdn 
Bhd 

Nama DPO: Aishah Fadin Binti Baharudin 
Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dmktg@duopharmabiotech.com 

 
7 Duopharma (M) Sdn Bhd Nama DPO: Nurshaida Binti Nushirwan 

Pegawai Perlindungan Data 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dmsb@duopharmabiotech.com  
 

8 Sentosa Pharmacy Sdn Bhd Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 

 
9 Unique Pharmacy Penang 

Sdn Bhd 
Ketua Pegawai Undang-undang: Ibrahim 
Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, 
CIMB Hub, No. 26 Jalan Sultan Ismail, 50250 
Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan: 
ibrahim@duopharmabiotech.com 
 

 
13. Sepanjang tempoh pekerjaan anda, DBB berhak untuk mengubah suai, mengemas 

kini atau meminda terma-terma Notis ini pada bila-bila masa dengan menyiarkan 
Notis yang telah dikemas kini di Portal Intranet, dan pengubahsuaian, 
pengemaskinian atau pindaan tersebut akan mengikat ke atas anda. 
 

14. Sekiranya terdapat percanggahan antara versi Bahasa Inggeris dan versi Bahasa 
Melayu bagi Notis ini, versi Bahasa Inggeris akan diguna pakai.    

 

 
 
 

mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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Pengakuan dan Persetujuan 
 

Saya telah membaca dan memahami Notis Privasi ini dan dengan menandatangani 
serta mengembalikan salinan Notis ini, saya secara nyata bersetuju dan memberikan 
persetujuan kepada penggunaan, pemprosesan dan pemindahan Data Peribadi saya 
sebagaimana yang diterangkan dalam Notis ini. 
 
 
 
 
______________________________ 
Tandatangan 
Nama  : 
No. KP  : 
Tarikh  :  
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3. Template Privacy Notice to Visitors at DBB’s Premises 
 

Notice to Visitors at DBB’s Premises 

[to be displayed at entrance of premises / registration counter] 

A. Notice at Office Premises 
 
Duopharma Biotech Berhad and its Group of Companies (“DBB”) may collect and process 
your Personal Data when you visit or access DBB’s premises, including information 
provided by you during visitor registration and information collected through building 
and location access control and monitoring systems, including closed-circuit television 
(“CCTV”). 
 
Your Personal Data may be collected and processed for the following purposes: 
• to register and facilitate your visit and grant you access to DBB’s premises; 
• for security purposes, including access control and monitoring; 
• to facilitate investigations into incidents or breaches and for the detection, 

prevention and prosecution of crime; 
• to comply with applicable legal and regulatory requirements; and 
• for other purposes necessary or related to your visit and interaction with DBB. 

 

DBB may disclose your Personal Data to relevant related companies, government 
agencies, statutory authorities, regulators, professional advisers, security providers and 
other third-party service providers, where necessary for the above purposes or as required 
or permitted by law. Your Personal Data may also be transferred outside Malaysia where 
necessary. 
 
DBB shall keep and process your Personal Data in a secure manner in accordance with 
the Personal Data Protection Act 2010 and DBB’s internal policies. Your Personal Data will 
be retained only for as long as necessary to fulfil the purposes stated above or as required 
by applicable laws, regulations and internal policies. 
 
You may request access to and/or correction of your Personal Data, or raise any inquiry 
or complaint regarding the processing of your Personal Data, by contacting DBB’s Data 
Protection Officer at the contact details provided below. 

DBB entity 
 

Contact Details 

1. Duopharma Biotech Berhad DPO’s Name: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Dedicated/official business email address of the DPO:  
dpo-dbb@duopharmabiotech.com  
 

2. Duopharma HAPI Sdn Bhd  
3. Duopharma Innovation Sdn Bhd  
4. Duopharma Manufacturing 
(Bangi) Sdn Bhd  
5. Sentosa Pharmacy Sdn Bhd  
6. Unique Pharmacy Sdn Bhd  

Chief Legal Officer: Ibrahim Hussin Salleh 
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
official business email address: 
ibrahim@duopharmabiotech.com  

mailto:dpo-dbb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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7. Duopharma Distribution Sdn 
Bhd 

DPO’s Name: Fatihah Binti Md. Fadzil  
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Dedicated/official business email address of the DPO:  
dpo-ddsb@duopharmabiotech.com 
 

8. Duopharma Marketing Sdn Bhd DPO’s Name: Aishah Fadin Binti Baharudin  
Business telephone number:  03-21620218 
Business Address: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Dedicated/official business email address of the DPO:  
dpo-dmktg@duopharmabiotech.com  
 

9. Duopharma (M) Sendirian 
Berhad  

DPO’s Name: Nurshaida Binti Nushirwan  
Business telephone number: 03-21620218 
Business Address: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Dedicated/official business email address of the DPO:  
dpo-dmsb@duopharmabiotech.com 
 

 

For further information, please refer to DBB’s Personal Data Protection Notice on our 
website https://duopharmabiotech.com/pdpa/ or you can scan the QR code below: 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
https://duopharmabiotech.com/pdpa/
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Bahasa Malaysia version 
B. Notis di Premis Pejabat  
 
Duopharma Biotech Berhad dan Kumpulan Syarikatnya (“DBB”) boleh mengumpul dan 
memproses Data Peribadi anda apabila anda melawat atau memasuki premis DBB, 
termasuk maklumat yang diberikan oleh anda semasa pendaftaran pelawat dan 
maklumat yang dikumpul melalui sistem kawalan dan pemantauan akses bangunan 
dan lokasi, termasuk kamera litar tertutup (“CCTV”). 
 
Data Peribadi anda boleh dikumpul dan diproses bagi tujuan berikut: 
• untuk mendaftarkan dan memudahkan lawatan anda serta memberikan anda 

akses ke premis DBB; 
• bagi tujuan keselamatan, termasuk kawalan dan pemantauan akses; 
• untuk memudahkan penyiasatan terhadap insiden atau pelanggaran keselamatan 

serta bagi tujuan pengesanan, pencegahan dan pendakwaan terhadap jenayah; 
• untuk mematuhi keperluan undang-undang dan kawal selia yang terpakai; dan 
• bagi tujuan lain yang perlu atau berkaitan dengan lawatan dan urusan anda 

dengan DBB. 
 
DBB boleh mendedahkan Data Peribadi anda kepada syarikat-syarikat berkaitan, agensi 
kerajaan, pihak berkuasa berkanun, pihak berkuasa kawal selia, penasihat profesional, 
penyedia perkhidmatan keselamatan dan penyedia perkhidmatan pihak ketiga yang 
lain, jika perlu bagi tujuan-tujuan di atas atau sebagaimana dikehendaki atau 
dibenarkan oleh undang-undang. Data Peribadi anda juga boleh dipindahkan ke luar 
Malaysia jika perlu. 
 
DBB akan menyimpan dan memproses Data Peribadi anda dengan cara yang selamat 
selaras dengan Akta Perlindungan Data Peribadi 2010 dan polisi perlindugan data 
peribadi DBB. Data Peribadi anda akan disimpan hanya selama tempoh yang diperlukan 
untuk memenuhi tujuan yang dinyatakan di atas atau sebagaimana dikehendaki oleh 
undang-undang, peraturan dan polisi yang terpakai. 
 
Anda boleh memohon untuk mengakses dan/atau membetulkan Data Peribadi anda, 
atau mengemukakan sebarang pertanyaan atau aduan berhubung dengan pemprosesan 
Data Peribadi anda, dengan menghubungi Pegawai Perlindungan Data DBB melalui 
butiran yang dinyatakan di bawah. 
 

Entiti DBB Butiran Hubungan 

1. Duopharma Biotech Berhad Nama DPO: Ibrahim Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dbb@duopharmabiotech.com  
 

2. Duopharma HAPI Sdn Bhd  
3. Duopharma Innovation Sdn Bhd  
4. Duopharma Manufacturing 
(Bangi) Sdn Bhd  
5. Sentosa Pharmacy Sdn Bhd  

Ketua Pegawai Undang-Undang: Ibrahim Hussin Salleh 
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 

mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-dbb@duopharmabiotech.com
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6. Unique Pharmacy Sdn Bhd  Alamat e-mel perniagaan rasmi: 
ibrahim@duopharmabiotech.com  
 

7. Duopharma Distribution Sdn 
Bhd 

Nama DPO: Fatihah Binti Md. Fadzil  
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
ddsb@duopharmabiotech.com 
 

8. Duopharma Marketing Sdn Bhd Nama DPO: Aishah Fadin Binti Baharudin  
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dmktg@duopharmabiotech.com  
 

9. Duopharma (M) Sendirian 
Berhad  

Nama DPO: Nurshaida Binti Nushirwan  
Nombor telefon perniagaan: 03-21620218 
Alamat perniagaan: Suite 18.06, Level 18, CIMB Hub, No. 
26 Jalan Sultan Ismail, 50250 Kuala Lumpur, Malaysia 
Alamat e-mel perniagaan rasmi DPO: dpo-
dmsb@duopharmabiotech.com 
 

 
Untuk maklumat lanjut, sila rujuk kepada Notis Perlindungan Data Peribadi DBB di 
laman sesawang kami https://duopharmabiotech.com/pdpa/ atau anda boleh 
mengimbas kod QR di bawah: 

 

  

mailto:ibrahim@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
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APPENDIX D 
 

TEMPLATE TO RECORD THIRD PARTY DISCLOSURES  
 
 
 

Type of 
Personal Data 

Disclosed 

The relevant DBB Department 
who Disclosed the Personal 

Data 

Recipient of 
Personal 

Data 

Purpose(s) of the 
Disclosure 

[please insert 
relevant details] 

[please insert relevant details] [please insert 
relevant 
details] 

[please insert 
relevant details] 
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APPENDIX E 
 

‘CAN I DISCLOSE’ CHECKLIST 
 

 
The Disclosure Principle states: 

 
Subject to section 39, no personal data shall, without the consent of the data subject, 
be disclosed— 
(a) for any purpose other than— 

(i) the purpose for which the personal data was to be disclosed at the time of 
collection of the personal data; or 

(ii) a purpose directly related to the purpose referred to in subparagraph (i); or 
(b) to any party other than a third party of the class of third parties as specified in 

paragraph 7(1)(e). 
 
 
In determining whether disclosure to a new party is permissible,  
 
ASK: 
 Does this disclosure come within the purposes identified in our Personal Data 

Protection Notice? 
 Is this disclosure to a third party identified in our Personal Data Protection 

Notice? 
 
YES to the above would likely mean disclosure is possible. 
 
If NO, ask the following questions: 
 Does the disclosure fall within the exemptions, such as: 

 consent has been obtained from data subject for this disclosure 
 the disclosure is for preventing or detecting a crime, or for the purpose of 

investigations 
 the disclosure is required or authorised by or under any law or by the order 

of a court 
 we are acting in reasonable belief that we have the legal right to disclose the 

personal data to this party 
 we are acting in reasonable belief that we would have the consent of the 

data subject if the data subject had known of the disclosing of the personal 
data and the circumstances of such disclosure 

 the disclosure is for public interest as declared by the Minister 
 Section 45 Exemptions apply 
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If no exceptions apply, a Consent for Disclosure is likely required. 
 
Important Note: Please note that the checklist above is intended for guidance 
purposes only and should not be considered conclusive legal advice or a definitive 
confirmation of the legal basis for carrying out any intended activities. Please consult 
the DPO and/or CLO as the applicable legal considerations may vary depending on the 
specific facts of each case. 
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APPENDIX F 
 
PERSONAL DATA BREACH MANAGEMENT AND RESPONSE PLAN 
 
1. Purpose 
 
This Data Breach and Incident Response Policy (“Policy”) establishes the guidelines and 
procedures for effectively identifying, responding to, and managing personal data breach 
incidents within the Duopharma Biotech Berhad and its group of companies (“DBB”), in 
compliance with the Personal Data Protection Act 2010 (“PDPA”). 
 
2. Scope of Application 
 
This Policy applies to all Employees of DBB and members of the Board of Directors, whether 
on a permanent, temporary, or contractual basis, and covers all departments, divisions and 
business units, who may process Personal Data in the course of their engagement or 
employment with DBB.  
 
The term "Employees" refers to all individuals engaged or employed by DBB, including 
permanent staff, contract staff, temporary workers, student trainees, interns, apprentices, 
seconded staff, irrespective of employment status or duration. 
 
In case of questions, doubts or concerns regarding this Policy, please contact the relevant 
entity’s appointed Data Protection Officer (“DPO”) or, where the entity does not have a DPO, 
the Chief Legal Officer (“CLO”). 

 
3. What is “Personal Data”? 
 
"Personal Data" means any information in respect of commercial transactions, which 
relates directly or indirectly to an individual or data subject, who is identified or identifiable 
from that information or from that and other information in the possession of a data 
controller, including any Sensitive Personal Data (defined below) and expression of 
opinion about the data subject; but does not include any information that is processed for 
the purpose of a credit reporting business carried on by a credit reporting agency under the 
Credit Reporting Agencies Act 2010. 
 
“Sensitive Personal Data” means any personal data consisting of information as to the 
physical or mental health or condition of a data subject, his political opinions, his religious 
beliefs or other beliefs of a similar nature, the commission or alleged commission by him 
of any offence, and biometric data (defined as “any personal data resulting from technical 
processing relating to the physical, physiological or behavioural characteristics of a 
person”). 
 
Personal Data includes, among other things, names, email addresses, images of the 
individual, IP-addresses, bank details, and opinions about that individual stated by others. 
The definition is broad, and includes any information that identifies an individual, whether 
their name is used or not, so long as it is clear that it is about that individual or can be, 
directly or indirectly, attributed to that individual taking into account all other information 
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and means reasonably available to DBB (such as in combination with other information 
held or accessible by DBB). 
 
4. What may constitute a “Personal Data Breach”? 
 
“Personal Data Breach” broadly refers to any event/incident that leads or is likely to lead 
to the breach, loss, misuse, or unauthorized access of Personal Data. A Personal Data 
Breach may be caused by accidental or deliberate actions, either internally or externally.  
 
However, not all Personal Data Breaches must be notified to the Personal Data Protection 
Commissioner ("Commissioner") and/or affected data subjects. Only Personal Data 
Breaches that have surpassed a certain threshold are subject to the mandatory notification 
requirements under the PDPA – see Part (III) of Annex A for the types of incidents which 
require notification to the Commissioner and/or affected data subjects.  
 
5. Personal Data Breach Discovery and Internal Reporting 
 

(a) Any Employee who becomes aware of any potential, suspected or actual 
Personal Data Breach (“Incident”) must immediately report the Incident to:  

• the relevant entity’s DPO and the respective Head of Departments (“HOD”); or  
• where the entity does not have a DPO, to the CLO and the respective HOD.  
 
Employees shall keep the Incident confidential and refrain from further discussing it 

until receiving confirmed instructions from the CLO. 
 
For examples of Incidents, please see Part (I) of Annex A.  
 
(b) Where an Incident is reported to the relevant entity’s DPO, the DPO shall 

promptly report the Incident to the CLO.  
 
(c) The DPO or, where the relevant entity does not have a DPO, the CLO, with 

assistance and support from the IT Department, shall request for all relevant 
information relating to the Incident (as reasonably available at the time) – see 
Annex B for the types of information to be requested (as appropriate).  

 
(d) Upon receiving all relevant information relating to the Incident, the DPO or CLO 

(whichever applicable) shall conduct an assessment (including assessment on 
the requirements under applicable laws). If it is determined that the Incident 
warrants an Incident response procedure, the Incident Response Team (“IRT”) 
will be activated / requested to convene and the Incident response procedures 
in Section 6 below will apply.  

 
6. Incident Response Procedures (“IRP”) 
 
The IRT will follow these procedures to respond to and manage the Incident. The procedures 
will be documented, regularly reviewed, and updated as necessary to reflect changing 
threats and technologies. 
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(1) Activation of Incident Response Team 
 
The roles and responsibilities for the IRT shall be designated as follows: 

 
• Main Incident Coordinator: CLO  
• Technical analyst: IT Manager and Deputy IT Manager, IT Department 
• Legal advisor: CLO and/or Legal Team 
• Communications / Public Relations: Corporate Communications 

Department  
 

The roles and responsibilities may be changed or redefined depending on the 
needs and nature of the Incident.  
 
Where necessary, the IRT shall consider engaging external cybersecurity 
experts or forensic analysts to assist in the investigation and remediation of 
the Incident. 

 
(2) Contain and Mitigate 

 
IT Department shall take all necessary steps to contain and mitigate any 
adverse effects arising from the Incident, including the following steps: 
 
• implement immediate measures to mitigate the impact and prevent 

further Incidents; 
• contain, isolate and disconnect affected systems, networks, or 

compromised accounts to prevent further unauthorized access; 
• suspend or disable compromised access rights e.g. change passwords, 

revoke compromised credentials, disable compromised accounts or access 
privileges; 

• stop the practices identified as having caused the Incident; 
• apply security patches, updates or fixes to affected systems or 

vulnerabilities; 
• determine whether the lost data can be recovered or whether any 

immediate remedial action can be taken to minimise further harm caused 
by the Incident; 

• implement temporary measures to restore critical services. 
 

(3) Investigate 
 
IT Department shall: 
 
• preserve electronic and physical evidence e.g. taking system snapshots or 

creating forensic copies; 
• keep an audit trail of all actions taken to investigate, contain, and recover 

from all Incidents;  
• conduct a thorough investigation to determine the cause, extent, and 

impact of the Incident, and the investigation shall identify and document 
the following information: 
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(i) the type(s) of personal data involved; 
(ii) the number of affected data subjects; 

(iii) the systems, servers, databases, platforms and services affected; 
(iv) the chronology of events leading to the data breach; 
(v) the severity of the data breach; 

(vi) the root cause of the data breach, and whether it is still ongoing; 
(vii) the harm and potential harm that may result from the data breach; 

(viii) the measures that should be taken to contain the data breach, and 
mitigate its possible adverse effects; and 

(ix) the remedial actions that should be taken to reduce the harm to 
affected data subjects. 

 
Where necessary, the IT Department shall, with the support of external 
cybersecurity experts or forensic analysts, analyse and assess the information 
above to ensure an effective and timely response, containment, and mitigation 
of the Incident. 

 
(4) Compliance and Reporting Obligations  

 
IRT shall determine if there are legal obligations to notify: 

 
• law enforcement authorities, such as the police; 
• regulators, such as the Commissioner; 
• affected individuals such as employees and customers of DBB; 
• any parties to whom DBB owes contractual duties to notify; 
• insurers; 
• any other relevant parties, based on applicable laws and regulations. 

 
(5) Communication and Coordination 

 
IRT shall: 
 
• establish a communication plan for timely and accurate notification, 

ensuring compliance with legal requirements. 
• notify and update the Board of Directors and/or Management Team as well 

as relevant internal stakeholders from time to time about the Incident, 
including updates on the Incident response progress; 

• collaborate with Human Resources to address any employee-related 
concerns or actions needed, such as internal investigations or disciplinary 
action; 

• designate the relevant members of the IRT to prepare external 
communications, including any public statements or disclosures, in 
coordination with the DPO / CLO’s legal advice and the Corporate 
Communications Department; and 

• designate the relevant members of the IRT to engage affected individuals 
or regulators as necessary, ensuring clear and transparent communication 
about Incident and actions taken to mitigate. 
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The IRT shall at all times keep in mind reporting requirements and timeframes 
prescribed by law in respect of notification to any of the above parties.  
 
The data breach notification (“DBN”) requirements under the PDPA and Data 
Breach Notification Guidelines (i.e. timeframe, notification methods, 
required information) are set out in Annex C.  

 
7. Remediation Measures 
 
The IRT shall consider implementing the following remediation measures: 

 
• Develop a plan to restore affected systems, data, and services. 
• Enhance security controls and monitoring to prevent future Incidents. 
• Remediate vulnerabilities or weaknesses that contributed to the Incident, such as 

software vulnerabilities or inadequate security controls. 
• Rebuild or reimage compromised systems. 
• Conduct penetration testing and vulnerability assessments to identify weaknesses. 
• Conduct a post-Incident evaluation to assess the effectiveness of the Policy, as well 

as DBB’s overall data protection practices and policies, in order to identify areas for 
improvement and prevent the recurrence of similar incidents. 

 
8. Documentation  
 
All Incidents, their associated actions, and outcomes shall be thoroughly documented for 
future reference, analysis, and potential legal purposes. 
 
All records shall be kept and a register detailing all Incidents (the “Register”) shall be 
maintained for a period of at least two (2) years from the date of the notification to the 
Commissioner, including those that did not meet the notification criteria for informing the 
PDP Commissioner and/or affected data subjects. The Register shall be maintained by the 
DPO and/or the CLO (whichever applicable). The documentation shall be made available 
when requested by the Commissioner.  
 
The Register should, at a minimum, document the following information: 

• description of the Incident, including the date and time DBB became aware of the 
personal data breach, an analysis and identification of the root cause, the type of 
personal data involved, the estimated number of affected data subjects, the 
estimated number of affected data records and the compromised personal data 
system which allowed the breach to occur; 

• description of the likely consequences of the Incident; 
• description of a chronology of the events leading to the Incident; 
• containment and recovery measures taken to address the Incident; and 
• details of notifications made to the Commissioner and/or affected data subjects and 

justification for not making notifications, where applicable. 
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9. Training and Awareness 
 
The DPO and/or CLO shall oversee and coordinate periodic training and awareness sessions 
on Incident response for all Employees. These sessions shall cover the DBB’s policies, 
procedures, and responsibilities relating to the handling and protection of Personal Data, 
as necessary and appropriate for Employees to effectively perform their duties. 
 
The training shall include guidance on how to identify, report, and respond to Incidents 
within DBB, ensuring timely and proper escalation in accordance with this Policy. 
 
This training is mandatory for all Employees and shall be conducted, as necessary, by the 
DPO and/or CLO to address emerging risks, regulatory changes, or lessons learned from 
prior Incidents. 
 
10. Policy Review 
 
This Policy and its related procedures shall be periodically reviewed to ensure their 
continued effectiveness, relevance, and compliance with applicable laws, regulations, and 
guidelines. 
 
Lessons learned from past Incidents, as well as insights gained from changes in the threat 
landscape, shall be analysed and used to enhance DBB’s incident response capability. 
Where necessary, updates shall be made to strengthen preventive measures, detection 
mechanisms, and response procedures. 
 
11. Compliance 
 
All Employees are bound by this Policy and are expected to adhere to its provisions at all 
times. Non-compliance with this Policy may result in serious consequences for DBB, 
including reputational harm, regulatory penalties, and potential legal liability before 
supervisory authorities. 
 
Accordingly, DBB requires all Employees to demonstrate full compliance with this Policy 
and to carry out their duties in accordance with its principles and procedures. Each 
Employee is responsible for familiarizing themselves with the contents of this Policy and 
for ensuring that their actions contribute to the protection of personal data and the 
prevention of data breaches. 
 
 
Last updated: July 2026
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ANNEX A 
(I) Examples of Incidents 
 
Below are some examples of Incidents, as provided in the DBN Guidelines.  
• Access to personal data by unauthorised third party. 
• An employee accidentally sending an email containing personal data to the wrong 

recipient. 
• An employee accidentally losing / misplacing a company-issued laptop containing 

unprotected personal data. 
• An employee with authorised access to sensitive personal data deliberately 

exfiltrating personal data (e.g. customer information) from company systems and/or 
selling it to a third party. 

• An external party gaining access by unlawful means to the data controller’s network 
or user accounts and extracting personal data. 

• A system misconfiguration leading to the loss of personal data or inadvertent sharing 
of personal data with third party. 

• The alteration of personal data without permission. 
• A temporary or permanent loss of availability of personal data (such as situations 

where unauthorised third party holds personal data hostage by preventing access, or 
situations where the corresponding decryption key to encrypted data has been lost). 

• An employee misplacing or losing physical documents containing personal data 
such as medical records, financial statements, etc., during transit or storage. 

• An employee leaving personal data such as forms with identification details 
unattended on desks or in open areas where unauthorised individuals can view them. 

• The sending of letters or forms containing personal data such as invoices or financial 
statements to the wrong recipient. 

 
(II) DBN Thresholds 

 
Incidents which must be notified to the 

Commissioner 
 

Incidents which must be notified to 
affected data subjects 

 
Where there is a risk that the 
compromised personal data: 
• may result in physical harm, 

financial loss, a negative effect on 
credit records, or damage to or loss 
of property; 

• may be misused for illegal purposes; 
• consists of sensitive personal data; 
• consists of personal data and other 

personal information which, when 
combined, could potentially enable 
identity fraud; or 

Where there is a risk that the 
compromised personal data: 
• may result in physical harm, 

financial loss, a negative effect on 
credit records, or damage to or loss 
of property; 

• may be misused for illegal 
purposes; 

• consists of sensitive personal data; 
or 

• consists of personal data and other 
personal information which, when 



 

62 

 

• is of significant scale, i.e. the 
number of data subjects affected is 
more than 1,000. 

 

combined, could potentially enable 
identity fraud. 

 

 
Diagram below sets out a flowchart to determine whether notification to the 
Commissioner and/or affected data subjects is required.   

 

 
 
(III) Determining Whether Notification is Required: Guidance and Examples from the 

DBN Guidelines 
 
The following examples of Personal Data Breach scenarios, as set out in the DBN Guidelines, 
illustrate how to assess/determine whether notification to the Commissioner and/or 
affected data subjects is required. 

 
 
 
 

Examples Whether Notification to the Commissioner is 
Required 

 
An employee loses a laptop 
containing personal data of 
customers. 

Yes, if the type of datasets compromised are 
those that may result in “significant harm”, or if 
the breach involves more than 1,000 affected 
data subjects. 

Theft of an encrypted laptop 
containing the email addresses of 
200 employees of an organisation. 

No, the disclosure of the e-mail addresses of 
employees is not likely to result in any 
“significant harm”. 
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Medical records in a hospital are 
temporarily inaccessible due to a 
cyberattack. 

Yes, because a breach involving “sensitive 
personal data” (i.e., medical records) is 
considered to have the potential to cause 
“significant harm”, regardless of whether the 
number of affected data subjects exceeds 1,000. 

An e-mail containing the account 
statement of a customer was sent 
to the wrong recipient. 

Yes, because the compromised personal data 
involves the financial information of a data 
subject. 

 
 

Examples Whether Notification to the Affected Data 
Subjects is Required 

 
A financial institution suffers a 
cyberattack which results in the 
theft of customers’ personal and 
financial information including 
names, account numbers and 
passwords. 

Yes, the risk of significant harm is high as a 
financial loss is likely to occur and the data 
includes information that may be used to enable 
identity fraud. As such, the data subjects would 
need to be informed about the breach. 

A cybercriminal hacked the server 
which contains customers’ 
personal and financial data and 
gained control of the 
pharmaceutical supplier’s server. 
However, the cybercriminal is not 
able to access the said personal 
and financial data as the 
pharmaceutical supplier had 
implemented two layers of security 
measures. 

No, in this situation, the data subjects do not 
need to be informed as the data is protected by 
security measures that render the information 
unintelligible or meaningless to the 
cybercriminal.  
 
However, the data controller needs to inform the 
Commissioner in the prescribed manner. 

A cybercriminal circumvents the 
server security system of a direct 
seller and gains overall control of 
the data on the server. The 
cybercriminal threatens to delete 
the data on the server if the 
company does not pay a ransom. 
The direct seller does not have any 
backups of the said data. 

Yes, in this situation, the data subjects need to 
be informed as there is a risk of loss of the 
personal and financial data of the data subjects. 
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ANNEX B 
 

Types of information to be requested  
• Who discovered the Incident?  

(name, department and contact information) 
• When was the Incident discovered? 

(date and time when incident was first discovered) 
• Type of Incident and description of the Incident 

(description of circumstances and nature of incident, including: 
o What type of incident has happened (unauthorized access, disclosure, theft, 

misuse, alteration, loss, destruction, etc.), by which means and of which nature 
(e.g. loss of laptop, misdirection of email, cyberattack, such as phishing email 
or ransomware attack)? 

o How was the Incident noticed? 
o Where have the affected Personal Data been stored (e.g. local computer, mobile 

device, paper document, network storage, etc.)? 
o Which systems/applications are affected, and where are they located? 
o Which departments are affected? 
o Was any third party involved in the Incident? 

 
• When did the Incident happen? 

(date and time of initial Incident, such as time of first intrusion into system, and 
start and end date if Incident lasted longer) 

• Which categories of data subjects are affected? 
(which types of internal and external individuals are affected, such as Employees or 
other internal individuals, or website users, suppliers, or other external individuals) 

• How many data subjects are affected? 
(actual or estimated number of affected individuals) 

• Which types of Personal Data are affected? 
(categories of Personal Data concerned, such as e-mail address, telephone number, 
user ID, passwords, financial information such as credit card information, bank 
account number, confidential information, health data, etc.) 

• What are the likely/potential consequences of the Incident? 
• Which measures have been taken to protect the data affected, and to mitigate the 

potential Incident? 
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ANNEX C 
 

DBN Requirements –  
Timeframes, Methods, Required Information for the Notification 

 
 

 Notification to the 
Commissioner 

Notification to Affected Data 
Subjects 

Timeframe Notification must be made as 
soon as practicable and no later 
than 72 hours from the 
occurrence of the Personal Data 
Breach* (“Initial Notification”). 
 
The Commissioner will issue a 
confirmation notice to the data 
controller upon receiving the 
notification. The notification will 
not be considered submitted to 
the Commissioner without this 
confirmation notice. 
 
*If DBB fails to notify the 
Commissioner within 72 hours, a 
written notice detailing the 
reasons for the delay and 
supporting evidence must be 
submitted to the Commissioner. 

Notification must be made 
without unnecessary delay, and 
not later than 7 days after the 
Initial Notification is made to the 
Commissioner. 

Method Notification must be made by 
completing:  

• the notification form 
available at www.pdp.gov.my; 
or 

• the notification form in 
Annex B of the DBN 
Guidelines and submitting it 
to the email address 
dbnpdp@pdp.gov.my or 
submitting the hard copy to 
the Commissioner. 

 

Notification must be provided 
directly and individually to the 
data subjects in a practicable 
manner using intelligible 
language appropriate to the 
circumstances.  
 
There is no official template/form 
provided but there is prescribed 
information to be included in the 
notification (see below). However, 
if direct notification is not 
practicable or requires a 
disproportionate effort1, 

 

1 Examples of "disproportionate effort" include the following: DBB is required to contact a large number of data 
subjects across multiple states or countries, where doing so would result in an excessive logistical, 
administrative or financial burden; or DBB must notify data subjects who have provided outdated or incorrect 
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alternative means of notification 
may be used, e.g.:  
• notification via our website; 
• notification via media 

statement; or 
• social media posts. 
 
The form of notification used to 
inform the affected data subjects 
of the personal data breach 
should be sent separately from 
other information (e.g. regular 
updates, standard messages), so 
that the communication of the 
breach is clear and transparent. 

Required 
Information  

All mandatory information fields 
in the notification form (see 
Annex B of the Data Breach 
Notification Guideline) must be 
provided to the Commissioner.  
 
The following information are 
required: 
(a) Details of the personal data 

breach; 
(b) Potential consequences 

arising from the personal 
data breach; 

(c) Chronology of events leading 
to the loss of control over 
personal data; 

(d) Measures taken or proposed 
to be taken by the data 
controller to address the 
personal data breach, 
including steps implemented 
or planned to mitigate the 
possible adverse effects of 
the breach; 

(e) Measures taken or proposed 
to be taken to address the 
affected data subjects; and 

(f) Contact details of the DPO or 
any other relevant contact 

The notification to the affected 
data subjects must include the 
following information: 
 
• the details of the personal 

data breach that has 
occurred; 

• details on the potential 
consequences resulting from 
the personal data breach; 

• measures taken or proposed 
to be taken by the data 
controller to address the 
personal data breach, 
including, where appropriate, 

• measures to mitigate its 
possible adverse effects; 

• measures that the affected 
data subjects may take to 
eliminate or mitigate any 
potential adverse effects 
resulting from the data 
breach; and 

• contact details of the DPO or 
other contact point from 
whom more information 
regarding the personal data 
breach can be obtained. 

 

 

contact information, where doing so would require extensive resources to obtain the correct contact details 
for each data subject. 

https://www.pdp.gov.my/ppdpv1/wp-content/uploads/2025/08/GP_DBN_ENG.pdf
https://www.pdp.gov.my/ppdpv1/wp-content/uploads/2025/08/GP_DBN_ENG.pdf
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person from whom further 
information on the personal 
data breach may be obtained. 

 
The Commissioner may also 
require further details of the 
incident to facilitate 
investigations. 
 
The information listed above may 
be provided in phases if needed, 
but as soon as practicable and no 
later than 30 days from the date 
of the Initial Notification to the 
Commissioner. 

 
*Computation of the 72-hour timeframe for notification 
The following are examples of the computation of the 72-hour timeframe for submission of 
DBN to the Commissioner: 
• When a USB key containing unencrypted personal data is reported as lost, the 72-hour 

notification period to the Commissioner begins as soon as the data controller is 
informed of the loss. 

• The 72-hour notification period to the Commissioner begins as soon as the data 
controller unintentionally sends personal data without authorisation and realises the 
mistake. 

• In cases where a data controller's network is potentially compromised or infiltrated, the 
72-hour notification period to the Commissioner begins as soon as the data controller 
confirms, during the inspection of their system, that the system has indeed been 
compromised. 

• A ransomware attack is a type of cyberattack in which criminals encrypt the victim’s 
data and prevent them from accessing their system. The criminals then demand a 
ransom payment to restore the victim’s access. In such cases, the 72-hour notification 
period to the Commissioner begins when the data controller realises he has lost access 
to the data or, after being informed by the cybercriminal of the breach, conduct own 
assessment and confirm that a personal data breach has occurred. 

• Where a data processor processes data on behalf of a data controller, the 72-hour 
notification period to the Commissioner begins once the data processor notifies the 
data controller of the personal data breach or when the data controller itself obtains 
clear evidence that a personal data breach has occurred, whichever is earlier. 
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APPENDIX G 
 

SECURITY POLICY  
 
The Personal Data Protection Act 2010 (“PDPA”) regulates the processing of personal data 
in commercial transactions and provides for matters connected therewith and incidental 
thereto. Personal Data Protection Standards 2015 (the “Standards”) were issued pursuant 
to the PDPA to enunciate specific standards to be complied with. Personal data includes 
name, address, identity card number, birth date, bank account number and any other 
information which may be used to identify an individual. 
 
This Security Policy (“Policy”) has the objective of defining the security standards for 
processing, storing and transferring personal data either within or outside Duopharma 
Biotech Berhad and its Group of Companies (“DBB”) and is issued pursuant to the PDPA 
and the Standards for compliance by all personnel, divisions and departments of DBB 
handling and processing personal data.  
 
This Policy governs all personal data and data privacy issues and is to be read together with 
all internal policies and memorandums which concern personal data and security of data. 
It applies to the processing of the personal data of any individual whose personal data is 
processed by DBB which includes employees, clients, prospective clients, vendors and 
suppliers regardless of the origin of the data (“data subjects”).  
 
All of DBB’s information assets, including electronic and non-electronic formats fall within 
the scope of this Policy.  
 
Security Standards 
 
(1) All personnel involved in processing personal data must be registered in DBB’s 

systems and records (including IT systems and/or HR registration logs) before being 
granted access to personal data. A list of all systems and records (including 
electronic systems and physical files) that contain personal data shall be 
maintained. 
 
Access to personal data shall only be granted through systems that have appropriate 
authentication controls, including user ID and password where applicable. For 
systems or records that do not support such authentication, access shall be 
controlled and recorded through alternative means, such as an HR registration book 
or access log. 
 
Each authorised personnel with access to personal data shall be provided with a user 
ID and password which should be kept confidential at all times. 
 

(2) The authority of employees to access personal data for purposes of collection, 
processing and retention of the personal data will be controlled and limited. An 
employee should only have access to personal data based on a needs basis and which 
is relevant to his/her respective job scope and/or role. 
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(3) Where an employee no longer works with DBB, is stopped from working with DBB, has 
ended his/her contract or agreement, or is reshuffled according to changes in DBB, 
the cancellation and/or limitation of access rights to the personal data system will 
be conducted.  

 
(4) DBB shall implement and maintain premise access controls through an access 

control management system. Such controls shall be adhered to by all personnel.  
 

(5) Security is provided 24 hours a day at the premises, with appropriate monitoring in 
place, including office alarm systems, fingerprint access systems, and access control 
management system.  

 
(6) CCTV cameras are placed at entry and exit points, as well as along main hallways 

leading to data storage areas. 
 

(7) Any personal data shall be stored based on the needs of each department and placed 
in an appropriate location as determined by the departments. 

 
(8) Backup and recovery systems are updated periodically, and the latest antivirus 

software is installed and updated periodically in order to protect personal data. 
 

(9) Antivirus software is deployed on DBB’s IT systems in order to protect against 
malware threats and to prevent attacks on DBB’s personal data storage facilities. 

 
(10) The transfer of personal data using removable media device (e.g. pen drives, external 

hard disks, etc.) and cloud computing service is not allowed except with the written 
approval or consent of Head of Department (“HOD”). In connection with this, personal 
data must not be transferred to personal devices (e.g. webmail, social media, personal 
storage devices, etc.) without a clear business reason. 

 
Approval Procedure: 
 
(a) Request submission: All employees must submit requests through the IT help 

desk system. No personal data transfers may take place without prior 
authorisation. 

(b) Required information: Each request must include: the specific data to be copied 
or transferred, the purpose of the data transfer, and the intended recipient who 
will receive the data. 

(c) Approval workflow: Requests will be routed to the relevant HOD, and the HOD will 
review and approve the request.  

(d) Record keeping: All requests and approvals will be recorded in the IT help desk 
system. 

 
(11) Where any transfer of personal data using removable media device and cloud 

computing service is undertaken, such transfer shall be logged or recorded. 
 

(12) Access to personal data is logged and recorded via DBB’s IT Systems and certain types 
of access to physical personal data (such as physical mail, faxes, etc.) is recorded in 
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logbooks so that they can be produced to the Personal Data Protection Commissioner 
(“Commissioner”) for inspection when requested. 

 
(13) All employees must always protect the confidentiality of the data subject’s personal 

data.  
 

(14) Where DBB engages a third party to manage or carry out the processing activities 
concerning the personal data on its behalf (“data processor”), the relevant personnel 
must ensure that a contract must be established between DBB and the data 
processor. Such contracts must contain provisions which oblige the data processors 
to process the personal data only on DBB’s instructions and to maintain appropriate 
security arrangements to protect such data.   

 
(15) Personal data transferred or stored on the cloud must comply with the personal data 

protection principles under the PDPA, as well as with all applicable data protection 
laws of the country in which the cloud service is hosted. 

 
(16) Where personal data is not processed electronically (contained in physical files), all 

personal data shall be: 
(i) kept properly in a file; 
(ii) kept in a locked area; 
(iii) all relevant keys to be kept in a safe place; 
(iv) a record of key storage must be kept; and 
(v) personal data must be stored in an appropriate location. 

 
(17) Where transfer of personal data is done using conventional methods such as through 

post, by hand, fax or others, it shall be recorded. 
 

(18) All used paper, printed documents or other documents which clearly show personal 
data must be destroyed properly and efficiently, for example, using a paper shredder 
or other appropriate methods. 

 
(19) If necessary, awareness programs may be conducted periodically on the 

responsibility to protect personal data for all staff involved. 
 

(20) Any personal data breach will be handled in accordance with DBB’s Data Breach 
Management and Response Plan. 

 
Last updated: July 2026 
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RETENTION POLICY 

 

DUOPHARMA 

RECORD RETENTION POLICY 
DUOPHARMA BIOTECH BERHAD 

 

 

 

 

 

 

 

 

 

 

 
Effective Date: 18/11/2021 
Reference No.: Duopharma 
Biotech/DRP/01 

Version: 1.0 



 

72 
 

TABLE OF CONTENTS Page 

1. Introduction. ..................................................................................................................................................................... 62 

2. Abbreviation and Definition. .......................................................................................................................... 63 

3. Scope and Application ........................................................................................................................................... 64 

4. Ownership. ......................................................................................................................................................................... 64 

5. Responsibilities. ............................................................................................................................................................65 

6. Record Retention. ....................................................................................................................................................... 66 

7. Access and Security .................................................................................................................................................. 67 

8. Training .................................................................................................................................................................................. 67 

9. Legal Admissibility and Evidential Weight. ...................................................................................... 67 

10. Suspension of Record Disposal in the Event of Litigation or Claims. ........ 68 

11. Document Revisions Record. ...................................................................................................................... 68 

Appendix A- Record Retention Schedule.............................................................................70 - 74 



 

73 
 

1. Introduction 

 

1.1. Duopharma Biotech Berhad and its subsidiaries (hereinafter known as 
"Duopharma Biotech" or "Group") is committed to ensuring compliance with the 
requirements of the Guideline on Conduct of Directors of Listed Corporations and 
Their Subsidiaries issued by the Securities Commission Malaysia on 30 July 2020. 
Duopharma Biotech recognises the importance of proper record keeping to protect 
the records from loss, misuse, unauthorised access and modification, tampered, 
alteration or destruction of records in assuring the security and integrity of the 
Group's information and business. 

 

1.2. This policy ("Record Retention Policy") is issued in accordance to the Duopharma 
Biotech's Management and Monitoring Framework which was issued on 22 
February 2021. 

 

1.3. The purpose of Record Retention Policy is to: 

 

(a) establish a records management system in accordance with relevant 
legislative and regulatory requirements, standards and best practices to 
ensure that records are properly created, managed and maintained for 
future use in the interests of corporate accountability and effective 
management; 

 

(b) provide guidance to Duopharma Biotech in relation to document retention 
period for different document types; 

(c) ensure that necessary records and documents are adequately protected 
and maintained and to ensure that records that are no longer needed by 
Duopharma Biotech or of no value are discarded at the proper time; and 

 

(d) aiding employees of the Group in understanding their obligations in 
retaining different types of documents including electronic documents i.e. 
e-mail, text files, PDF documents, and all Microsoft Office or other 
formatted files. 

 

1.4. The internal reference documents which are to be referred to for the Record 
Retention Policy of Duopharma Biotech include, but are not limited to the 
following: 
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• Management and Monitoring Framework 

• Limits of Authority ("LOA") 

• Directors Code of Best Practices 

• Code of Conduct 

• Risk Management Plans 

• Group Risk Management Policy 

• Whistleblowing Policy 

• Sustainability Policy 

• Anti-Bribery & Anti-Corruption Policy 

• Declaration of Interest Policy 

• Data Protection Compliance Policy 

 

1.5. The Record Retention Policy shall be reviewed annually, or as and when there are 
changes required. 

 

2. Abbreviation and Definition 

 

2.1. The abbreviations used in this Record Retention Policy are as follows: 

 

Abbreviation Definition 

Duopharma 
Biotech 

Duopharma Biotech Berhad 

IRB Inland Revenue Board 
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2.2. The definitions used in this Record Retention Policy are as follows: 

 

Documents Definition 

Records Records include all forms of recorded information 
regardless of physical characteristics that are 
generated, obtained, recorded, or filed in the course of 
Duopharma Biotech's operations or in accordance with the 
local country legal obligations and statutory 
compliance i.e. minutes, corporate secretarial 
documents, statutory records, contracts and 
agreements, correspondence, memoranda, financial 
records, published materials, moving images and 
photographs, sound recordings, drawings and maps, 
and electronic records. 

Electronic Records Electronic records are information that is generated 
and stored electronically via computer technology, 
such as an electronic correspondence system and 
other electronic record systems, or applications (i.e. e-
mail, text files, PDF documents, and all Microsoft Office or 
other formatted files). 

Paper-Based 
Records 

Paper-based records are any documents written or 
printed on paper i.e. minutes book, correspondence, 
books of account of every kind or nature, agreements, 
printed reports, policies and procedures, receipts, 
invoices, blueprints, manuals, circulars, maps and all hard 
copy documents related to the business and the 
employees and clients of Duopharma Biotech. 

Document Owners Document Owners are any officer in charge of record 
management at the respective department of 
Duopharma Biotech. 
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3. SCOPE AND APPLICATION 

 

3.1. This Record Retention Policy applies to all physical and electronic records 
generated in the course of the Duopharma Biotech's operation, including 
both original documents and reproductions. 

 

3.2. Document Owners are responsible to perform housekeeping on physical, 
electronic and logical records on an annual basis. 

 

3.3. Each department within Duopharma Biotech shall determine the 
applicable retention period to be implemented in its operations and 
document management in accordance with all applicable local country 
laws, regulations and acts, standards and best practices. 

 

3.4. Documents shall be retained as long as practical for business, contractual, 
legal and records purposes as long as this does not contravene regulatory 
requirements. 

 

4. OWNERSHIP 

 

4.1. All records other than otherwise stated shall be the property of Duopharma 
Biotech and not of the officers and employees who create them or to whom 
they are entrusted. 

 

4.2. The items found in the following list are not considered as the property of 
Duopharma Biotech:- 

 

(i) Extra copies of documents kept only for convenience or reference; 

 

(ii) Extra copies of publication stocked for distribution purposes; 

 

(iii) Reproduction masters, unless they are the only copy of the record 
in existence or are the microfilm master copy; 
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(iv) Material relating to individual employees' memberships; 

 

(v) Blank forms kept for supply purposes; 

 

(vi) Personal or private papers neither created nor received in connection with 
Duopharma Biotech's business; or 

 

(vii) Reference materials such made or acquired solely for reference. 

 

5. RESPONSIBILITIES 

 

5.1. The Chief Financial Officer ("CFO") is the custodian of this policy and is 
responsible for the following: 

 

(a) to ensure that Record Retention Policy is relevant to business 
requirements and made aware to all relevant Document Owners; 

(b) to ensure implementation and compliance of Record Retention Policy in 
Duopharma Biotech; 

 

(c) to maintain and update Record Retention Policy on a timely basis; and 

 

(d) may delegate his responsibility to any committee, or officer to 
perform such duties as are necessary to enhance the record keeping 
and records management practices of Duopharma Biotech to enable 
compliance with legislative and regulatory requirements. 

 

5.2. Documents Owners 

 

(a) Documents Owners are responsible for the implementation of this 
policy in their respective department. 

 

(b) Documents Owners shall ensure that all employees are made aware 
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of their respective department' record keeping and records 
management responsibilities and obligations. 

 

5.3. All Employees 

 

(a) All employees shall create and maintain full and accurate records of 
transactions while conducting official Duopharma Biotech's business 
that they transact; 

 

(b) All employees should take reasonable steps to ensure that all record is 
complete, not misleading and kept updated by having regard to the 
purpose, including any directly related business purposes for which 
the records were created, collected, managed and processed further. 

 

(c) All employees shall manage those paper-based and electronic records 
efficiently and effectively by adopting relevant applicable document 
retention procedures and/or filing system in accordance with the 
applicable local country laws, regulations, standards and best practices; 
and 

 

(d) All employees to ensure that records are destroyed/deleted only in 
accordance with prior written disposal from Document Owners. 

 

6. RECORD RETENTION 

 

6.1. All records created, obtained and maintained shall be maintained based on 
the following: 

 

(a) record type; 

(b) purpose of the record; and 

(c) applicable local country laws, regulations and acts. 

 

6.2. Storage and Custody 

 



 

79 
 

(a) All records shall be maintained in an appropriate manner as prescribed 
by the relevant local country laws and regulations; 

 

(b) All records shall be maintained in an appropriate manner to be 
determined by the respective department depending on type of 
documents/records; 

 

(c) All paper-based correspondence system records shall be housed in 
and kept in the custody of the respective department at the 
respective offices and/or such other storage location; 

 

(d) All electronic records shall be maintained in the Group's official 
online repositories i.e. cloud/drives/relevant filing 
applications/systems. 

 

6.3. Retention and Disposal 

 

6.3.1. Retention - to refer to Appendix A - Record Retention Schedule. 

 

a)  All original agreements with or without duly stamped shall be delivered to 
Group Legal and Secretarial Department for record and safekeeping. A 
copy of the original may be kept by the relevant Document Owners in 
hardcopy or electronic form for monitoring the obligations, terms and 
conditions between the parties. 

 

6.3.2. Disposal 

 

(a) No Group's records, both paper-based and electronic-records, 
shall be destroyed, erased or otherwise disposed of without 
prior approval/request from the Document Owners. 

 

(b) The following situations permit Group's records to be disposed: 

 

(i) Inactive records without any primary value for audit, 
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administration or compliance; 

 

(ii) Damaged records which can no longer be used; 

 

(iii) Records which have reached the expiry date for storage 
according to the Group's record retention schedule; 

 

(iv) Financial records as specified in the relevant local country law 
and regulations. 

 

7. ACCESS AND SECURITY 

 

7.1. Records shall at all times be protected against unauthorised access and 
tampering to protect their authenticity and reliability as evidence of the 
Group's business. 

 

7.2. Records storage areas shall at all times be protected against unauthorised 
access. 

 

 

8. TRAININGS 

 

The Document Owners shall ensure that all employees are aware of the records 
management policies and shall conduct or arrange such training as is 
necessary for the employees to equip them for their records management 
duties. 

 

9. LEGAL ADMISSIBILITY AND EVIDENTIAL WEIGHT 

 

The records of the Group shall serve at all times as a reliable evidence of the 
Group's business, functions, policies, decisions, procedures, operations, or 
other activities and are subjected to records management review and evaluation 
prior to any decisions regarding reformatting, disposal or deletion. The following shall 
apply: 
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9.1. Paper-based records 

 

(a) No records shall be removed from paper-based files without prior 
approval of the Document Owner. 

(b) Records that were placed on files shall not be altered in any way. 

(c) No alterations of any kind shall be made to records other than 
correspondence files without prior approval of the Document Owner. 

(d) Should evidence be obtained of tampering with records, the 
employee involved shall be subjected to disciplinary action. 

 

9.2. Electronic Records 

 

(a) The Group shall use systems which ensure that its electronic records are: 

(i) authentic; 

(ii) not altered or tampered with; 

(iii) auditable; and 

(iv) produced in systems which utilise security measures to ensure 
their integrity. 

 

10. SUSPENSION OF RECORD DISPOSAL IN THE EVENT OF LITIGATION OR CLAIMS 

 

In the event the Group is served with any subpoena or request for documents or 
any employee becomes aware of a governmental investigation or audit concerning 
the Group or the commencement of any litigation by, against or concerning the 
Group, such employee shall inform the Departmental Head and the Chief Legal 
Officer and any further disposal of documents shall be suspended until such time 
as the Departmental Head, with the advice of Chief Legal Officer, determines 
otherwise. The Departmental Head shall take such steps as it is necessary to 
promptly inform all employees of any suspension in the further disposal of 
documents. 
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Version Release 
Date 

Summary 
of 
Changes 

Prepared by Reviewed by Approved by 

1.0 18.11.2021 Adoption 
of Policy 

(1) Mr. Mohd 

Idzwan 
Mohd 
Malik, 
Senior 
Finance 
Manager 

 

 

 

 

 

 

 

 

 

(2) Mr. Vinc 
Choong, 
Corporate 
Finance 
Manager 

(1) Mr. 
Leonard 
Ariff bin 
Abdul 
Shatar, 

Group 
Managing 
Director 

 

 

 

 

 

 

 

 

(2) Mr.Chek
Wu 
Kong, 
Chief 
Financi
al 
Officer 

(3) Mr. 
Ibrahim 
Hussin 
Salleh, 
Chief  
Legal 
Officer 
and 
Group 
Company 
Secretary 

(1) YBhg, 
Tan Sri 
Datin 
Paduka 
Siti 
Sa'diah 

binti Sh 
Bakir, 
Non-
Indepen
dent 
Non -
Executi
ve 
Chairm
an, 
Duphar
ma 
Biotech 
Berhad 



 

83 
 

1 APPENDIX A - RECORD RETENTION SCHEDULE 

All records created, received and managed by the Group shall be maintained in the following manner: 

 

 Record Type Minimum 
Retention 
Period 

Statutory/ 
Regulatory 
Requirement 

Documents Owners 

A. ACCOUNTING AND FINANCE    

 Accounts Payable ledgers and schedules 7 years Companies 
Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies 
Act 
(Singapore) 

 

 10 years Company Law-
Indonesia 

 

 Accounts Receivable ledgers and schedules 7 years Companies Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies 
Act 
(Singapore) 

 

 10 years Company Law 
- Indonesia 

 

 Annual Audit Reports and Financial Statements 7 years Companies Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies Act 
(Singapore) 

 

 10 years Company Law 
- Indonesia 
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 Annual Audit Records, including work 
papers and other documents that relate to 
the audit (after completion of audit) 

7 years Companies 
Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies 
Act 
(Singapore) 

 

 10 years Company Law-
Indonesia 

 

 Bank Statements and Cancelled Checks 7 years Companies Act 
(Malaysia) 

Finance 

 

   

10 years 

 

Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

5 years Companies Act 
(Singapore) 

10 years Company Law 
- Indonesia 

 Employee Expense Reports 7 years Companies Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies Act 
(Singapore) 

 

 10 years Company Law 
- Indonesia 

 

 General Ledgers 7 years Companies Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies Act 
(Singapore) 
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 10 years Company Law-
Indonesia 

 

 Interim Financial Statements 7 years Companies 
Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies Act 
(Singapore) 

 

 10 years Company Law 
- Indonesia 

 

 Notes Receivable ledgers and schedules 7 years Companies Act 
(Malaysia) 

Finance 

 10 years Bureau of 
Internal 
Revenue ("BIR") - 
Philippines 

 

 5 years Companies Act 
(Singapore) 

 

 10 years Company Law 
- Indonesia 

 

 Investment Records (after sale of investment) 7 years 

 

 

10 years 

Companies Act 
(Malaysia) 

Finance 
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5 years 

 

 

10 years 

Bureau of Internal 
Revenue ("BIR") - 
Philippines 
Companies Act 
(Singapore) 

Company Law - 
Indonesia 

 

B. CONTRACTS    

 Contracts and Related Correspondence 
(including any proposal that resulted in 
the contract and all other supportive 
documentation) 

 

(After expiration or termination 
(supplementary if any) 

7 years 

 

 

10 years 

Companies Act 
(Malaysia) 

 

Bureau of Internal 
Revenue ("BIR") - 
Philippines 

Group Legal & 
Secretarial Department 

(for the 
agreements/contracts 
under Group Legal & 
Secretarial 
Department custody) 

 6 years 

 

 

10 years 

Limitation Act 
(Singapore) 

 

Company Law-
Indonesia 

Respective 
Business Unit (for 
agreements/contrac
ts not under GLSD as 
well as 'any proposal 
that resulted in 
contract and all 
other supportive 
documentation' 
relating to ALL 
agreements/contrac
t) 

C. CORPORATE RECORDS    

 Corporate Records (Statutory documents, 
board 

Permanent Malaysia, Singapore, Group Secretarial 

papers, minute books, registers, seals, 
share 

 Philippines,  

    certificate, annual corporate reports etc.)  Indonesia' Registrar  

  of Company/  

  Business and/or  

  Country Local Stock  

  Exchange/  

  Regulatory  

  Authorities  

D. TAX RECORDS 

General Principle: 

These documents and records shall be 
kept for as long as the contents thereof 
may become material in the administration 
of federal, state, and local income, franchise, 

  • Finance 

• Human Resource 
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and property tax laws. 

 Tax-Exemption Documents and Related 

Correspondence 

Permanent IRB - Malaysia  

 10 years Bureau of Internal 

Revenue ("BIR") - 
Philippines 

 

 5 years Inland Revenue 
Authority of 
Singapore 

 

 10 years Inland Revenue 
Department - 
Indonesia 

 

 Payroll Tax Records 7 years IRB - Malaysia  

Tax invoice, Receipts, Statements 

 Tax Computation 10 years   

     

 

 Sales/Use Tax Records  

 

 

5 years 

 

 

 

10 years 

Bureau of Internal 
Revenue ("BIR") - 
Philippines 

 

Inland Revenue 
Authority of 
Singapore 

 

Inland Revenue 
Department-
Indonesia 

 

 

 Annual Information Returns – Federal and 
State 

 Inland Revenue or other Government Audit 
Records 

E. TRANSACTION RECORDS    

 Any account, record, business 
correspondence and document relating 
to an account, business relationship, 
transaction, contract or activity with a 
customer or any person. The results of 
any analysis undertaken. 

7 Years from 
date of 

account 
closure or 
termination 
of business 
Relationship 

Anti-Money 
Laundering, Anti-
Terrorism 
Financing and 

Proceeds of 
Unlawful Activities 
Act(2001)- 

Malaysia 

Finance 

 10 years 

 

5 years 

Philippines & 
Indonesia 
Singapore 
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F. INSURANCE RECORDS    

 Insurance Policies Issued to the Group 7 years 

10 years 

 

5 years 

Malaysia 
Philippines & 
Indonesia 
Singapore 

Finance 

 Claims Files (including correspondence, 
medical records, injury documentation, etc.) 

7 years 

10 years 

 

5 years 

Malaysia 
Philippines & 
Indonesia 
Singapore 

• Finance 

• Human Resource 

• Respective Business 
Units 

 Journal Entry Support Data 7 years 

10 years 

 

5 years 

Malaysia 
Philippines & 

Indonesia 
Singapore 

Finance 

     

G. TANGIBLE AND INTANGIBLE ASSETS    

 Property Deeds, Power of Attorney, Titles, 
Assessments, Licenses, Rights of Way and 
Related Correspondence 

Permanent  Group Legal 

(property deeds/titles, 
Power of Attorney, right 
of way and related 
correspondence 
relating to immovable 
property of the Group) 

  Finance 

(assessments and quit 
rents) 

  All Departments 

(licenses) 

 Trademarks Certificates, Copyright 
Voluntary Notification Certificate, Patent 
Registration Certificate and Related 
Correspondence 

Permanent  Group Legal 
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H. PERSONAL DATA    

 Data that identifies an individual: 

• Identifiers e.g. name, IC/passport number 

• Contact details 
• Sensitive information e.g. physical or 

mental health, political opinions, 
religious beliefs, 
criminal convictions 

NOT be kept 
longer than is 
necessary for 
the fulfilment 
of that 
purpose the 
data was 
obtained/ 
processed. 

Personal 
Data 
Protection 
Act (2010) 

All departments 

I. MISCELLANEOUS    

 Consultant's Reports 7 years 

10 years 

 

6 years 

Malaysia 
Philippines & 
Indonesia 
Singapore 

 

 Policy and Procedures Manuals- Original Retain 
current 
version only 

Malaysia, 
Philippines & 
Indonesia 

Policy Custodian 

 History Policy and Procedures Manuals - Copies Retain 
current 
version only 

 Policy Custodian 
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APPENDIX I 

 

STANDARD OPERATING PROCEDURES WHEN DEALING WITH DATA SUBJECTS’ REQUESTS 

 

 

PROCEDURE 

 

DATA SUBJECTS’ REQUESTS UNDER THE PERSONAL DATA PROTECTION ACT 2010 

 

I. PURPOSE 
 
The purpose of this Standard Operating Procedure (“SOP”) is to set out the guidelines 
and establish procedures to be followed when dealing with individuals’ requests relating 
to their personal data under the Personal Data Protection Act 2010 (“PDPA”). 

 

II. PROCEDURE 
 
1. DATA ACCESS REQUESTS 

 
1.1 General 

 
An individual (e.g. an employee or representative of a business customer) may 
submit a written request to access the personal data held about them by directing 
the request to the relevant entity’s DPO, or where a subsidiary/entity does not have 
a DPO, to the Chief Legal Officer (“CLO”). All such requests shall be reviewed and 
approved by the relevant entity’s DPO or the CLO, as applicable. 
 

1.2 Method of request 
 
Requests must be made in writing and the relevant entity or department should 
have a standard form for individuals to make access requests (see a template 
which can be adopted in Annex 1). 
 

1.3 Circumstances where data access requests can be refused 
 
The DPO and/or CLO (as applicable) can refuse to comply with an individual’s data 
access request in certain circumstances as set out below, as prescribed in the 
PDPA: 
 
Identity and Information 
☐ Insufficient information as to the identity of the requestor or of the relevant 

person making the request 
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☐ Insufficient information to locate the personal data 
 

Burden and Expense 

☐ Burden or expense of providing access is disproportionate to the risk to the 
individual’s privacy 

 

Third-Party Data 

☐ Complying would disclose personal data of another identifiable individual: 
☐ Consent of that individual has not been obtained 
☐ It is not reasonable to comply without the consent of such other 

individual 
 

External Constraints 

☐ The data is controlled by another data controller in a manner which prohibits 
the entity or department from complying in whole or part with the request 

☐ Compliance would violate court order 
☐ Compliance would disclose confidential commercial information 
☐ Access is regulated or restricted by another law 

 

1.4 Procedure/time period to comply  
 
Upon receiving a data access request, the DPO or CLO must: 
 
(1) Acknowledge Receipt 

☐ Confirm that the request has been received 
 

(2) Respond Within 21 Days 
☐ Respond as soon as possible, and no later than 21 days from the date they 

receive: 
✓ The request, and 
✓ Any supporting documents or information needed to identify the 

requestor or locate the personal data. 
 

(3) Provide the Following to the Requestor 
☐ Confirmation of whether the relevant department or entity is processing 

the individual’s personal data, including information relating to that data. 
☐ A copy of the personal data being processed, if requested by the individual. 

 
(4) If Full Compliance Is Not Possible Within 21 Days 

☐ Inform the individual in writing why it cannot fully comply within 21 days. 
☐ Comply with the request as much as possible within the 21-day period. 
☐ The remaining part of the request must be fulfilled within 14 days after the 

initial 21-day period. 
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(5) If Refusing to Comply (per Section 1.3) 
☐ Notify the individual in writing within 21 days. 
☐ If refusal is due to the personal data being controlled by another data 

controller, provide the name and address of that data controller. 
 

1.5 Fees 
 
A small fee may be charged for responding to data access requests. The maximum 
fees chargeable (as prescribed in the PDPA) are as follows: 
 

Item Description Maximum fee (RM) 
1 Request for personal data with a copy 10 
2 Request for personal data without a copy 2 
3 

RAFT 

Request for sensitive personal data with a 
copy 

30 

4 Request for sensitive personal data without 
a copy 

5 

 

1.6 Records 
 
Records of all data access requests must be maintained for audit purposes. 
 

1.7 Guidance 
 
For any questions surrounding such requests, please consult the relevant DPO 
and/or CLO. 
 

2. DATA CORRECTION REQUESTS 
 
2.1 General 

 
An individual (e.g. an employee or representative of a business customer) may 
submit a written request to correct an error or omission in the personal data held 
about them by directing the request to the relevant entity’s DPO, or where a 
subsidiary/entity does not have a DPO, to the CLO. All such requests shall be 
reviewed and approved by the relevant entity’s DPO or the CLO, as applicable. 
 

2.2 Method of request 
 
Requests must be made in writing and the relevant entity or department must have 
a standard form for individuals to make correction requests (see a template which 
can be adopted in Annex 2). 
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2.3 Circumstances where data correction requests can be refused 
 
The DPO and/or CLO (as applicable) can refuse to comply with an individual’s data 
correction request in certain circumstances as set out below, as prescribed in the 
PDPA: 
 
Identity and Information 
☐ Insufficient information to verify the identity of the requestor or of the 

relevant person making the request 
☐ Insufficient information to locate the personal data 
 

Details of Inaccuracy 

☐ Insufficient information provided to ascertain how the personal data is 
inaccurate, incomplete, misleading or not up to date 

 

Verification of Accuracy 

☐ The DPO / CLO is not satisfied that the personal data in question is 
inaccurate, incomplete, misleading or not up to date 

☐ The DPO / CLO is not satisfied that the correction requested is accurate, 
complete, not misleading or up to date 

 

External Constraints 

☐ The processing of personal data is controlled by another data controller in a 
manner which prohibits the entity or department from complying, in whole 
or in part, with the data correction request 

 

2.4 Procedure/time period to comply  
 
Upon receiving a data correction request, DPO and/or CLO (as applicable) must: 
 
(1) Acknowledge Receipt 

☐ Confirm that the request has been received 
 

(2) Respond Within 21 Days 
☐ Comply as soon as possible, and no later than 21 days from the date they 

receive: 
✓ The request, and 
✓ Any supporting documents or information needed to identify the 

requestor, locate the personal data, or identify the correction required. 
 

(3) Compliance Requirements 
To comply with a request, the DPO and/or CLO (as applicable) must: 
☐ Make the necessary correction to the personal data 
☐ Supply the requestor with a copy of the corrected personal data 
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☐ If the personal data was disclosed to a third party in the last 12 months, 
and the DPO and/or CLO (as applicable) has no reason to believe the third 
party has stopped using it: 
✓ Supply the third party with a copy of the corrected personal data and 

the reasons for the correction 
 

(4) If Full Compliance Is Not Possible Within 21 Days 
☐ Inform the individual in writing why full compliance is not possible 
☐ Comply with the request as much as possible within the 21-day period 
☐ Complete the remaining part of the request within 14 days after the initial 

21-day period. 
 

(5) If Refusing to Comply (per Section 2.3) 
☐ Notify the individual in writing within 21 days. 
☐ If refusal is due to the personal data being controlled by another data 

controller, provide the name and address of that data controller. 
 

(6) Requests Relating to Expressions of Opinion 
☐ If the request concerns correcting an expression of opinion and the 

request is refused because the DPO or CLO is not satisfied the opinion is 
inaccurate, incomplete, or misleading: 
✓ Make a note of the matters in which the expression of opinion is 

considered by the requestor to be inaccurate, incomplete, or 
misleading, ensuring the note is visible whenever the personal data is 
used 

✓ Attach a copy of the note to the individual’s notice requesting the 
correction 
 

2.5 Records 
 
Records of all data correction requests must be maintained for audit purposes. 

 

2.6 Guidance 
 
For any questions surrounding such requests, please consult the relevant DPO 
and/or CLO. 

 
3. REQUESTS TO LIMIT PROCESSING OF PERSONAL DATA 

 
3.1 General 

 
An individual (e.g. an employee or representative of a business customer) may 
submit a written request directly to the relevant entity’s DPO or, where the entity 
does not have a DPO, to the CLO, to request that the relevant entity or department 
cease or not begin processing their personal data:  
 
☐ for the purposes of direct marketing; and 
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☐ where the processing is causing or is likely to cause unwarranted and 
substantial damage or distress to that individual or another person. Examples 
of substantial damage/distress include financial loss and emotional/mental 
trauma. 

 
All such requests shall be reviewed and approved by the relevant entity’s DPO or the 
CLO, as applicable. 
 

3.2 Method of request 
 
Requests must be made in writing, but it is not mandatory to prepare a standard 
form for individuals to make such requests.  
 
For departments which process the personal data of a large number of individuals 
for direct marketing purposes, it is recommended that these departments adopt 
systematic processes to allow data subjects to opt-out of direct marketing. For 
example, if direct marketing is conducted via emails, include an ‘Unsubscribe’ 
button which allows data subjects to opt-out. 

 
3.3 Circumstances where requests can be refused 

 
Requests to cease processing of personal data for direct marketing purposes must 
be complied with and cannot be refused. 
 
An individual’s request to cease the processing of their personal data can be 
refused on the ground that it is causing damage or distress in the following 
circumstances: 
 
☐ the individual has given their consent to the processing; or 
☐ the processing of personal data is necessary: 

☐ for the performance of a contract to which the individual is a party; 
☐ for the taking of steps at the request of the individual with a view to 

entering a contract; 
☐ for compliance with any legal obligation DBB is subject to, except for 

contractual obligations; or 
☐ in order to protect the individual’s vital interests (i.e., matters of life, 

death, or security). 
 

3.4 Procedure/time period to comply  
 
Where the request is to cease the processing of personal data for direct marketing 
purposes, the request must be complied with as soon as possible.  
 
Where the request is to cease the processing of personal data on the ground that 
it is causing damage or distress, the DPO and/or CLO (as applicable) should 
respond to data correction requests as soon as possible and in any case, must 
respond to requests within 21 days from the date the request was received by the 
DPO and/or CLO (as applicable). The response must indicate whether the DPO 



 

96 
 

and/or CLO (as applicable) has or intends to comply with the individual’s request, 
or that the DPO and/or CLO (as applicable) does not intend to comply together with 
the reasons why. 

 
3.5 Records 

 
Records of all requests must be maintained for audit purposes. 

 
3.6 Guidance 

 
For any questions surrounding such requests, please consult the DPO and/or CLO. 
 

4. WITHDRAWAL OF CONSENT 
 
4.1 General  

 
An individual (e.g. an employee or representative of a business customer) may 
submit a written notice directly to the relevant entity’s DPO, or where a 
subsidiary/entity does not have a DPO, to the CLO, indicating that they have 
withdrawn their consent to the processing of their personal data. 

 
4.2 Method of request 

 
Notices must be made in writing but it is not mandatory to prepare a standard form 
for individuals.  

 
4.3 Procedure 

 
Upon receiving such a notice, the DPO and/or CLO (as applicable) is required to 
immediately cease the processing of the individual’s personal data unless the 
relevant entity or department is relying on another legal basis to process that 
individual's personal data (e.g. where the processing is necessary for the 
performance of a contract between the individual and DBB).  
 

4.4 Records 
 
Records of all notices must be maintained for audit purposes. 
 

4.5 Guidance 
 
For questions surrounding such requests, please consult the DPO and/or CLO. 

 

III. CONTACT 
 
For any questions or guidance on the matters set out in this SOP, please contact the 
relevant entity’s DPO, or where a subsidiary/entity does not have a DPO, the CLO, using 
the contact details below.  
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No. DBB entity 
 

Contact Details 

1 Duopharma Biotech Berhad DPO’s Name: Ibrahim Hussin Salleh 

Data Protection Officer 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Dedicated/official business email address of 
the DPO: dpo-dbb@duopharmabiotech.com  
 

2 Duopharma Distribution Sdn 
Bhd 

DPO’s Name: Fatihah Binti Md. Fadzil  

Data Protection Officer 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Dedicated/official business email address of 
the DPO: dpo-ddsb@duopharmabiotech.com 
 

3 Duopharma HAPI Sdn Bhd Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com  
  

4 Duopharma Innovation Sdn 
Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com  
 
 
 
 
  

mailto:dpo-dbb@duopharmabiotech.com
mailto:dpo-ddsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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5 Duopharma Manufacturing 
(Bangi) Sdn Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com 
   

6 Duopharma Marketing Sdn 
Bhd 

DPO’s Name: Aishah Fadin Binti Baharudin  

Data Protection Officer 

Business telephone number:  03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Dedicated/official business email address of 
the DPO: dpo-
dmktg@duopharmabiotech.com  
  

7 Duopharma (M) Sendirian 
Berhad  

DPO’s Name: Nurshaida Binti Nushirwan  

Data Protection Officer 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Dedicated/official business email address of 
the DPO: dpo-dmsb@duopharmabiotech.com 

  
8 Duopharma Manufacturing 

(Glenmarie) Sdn Bhd 
Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com 

 

 

 

 

 

  

mailto:ibrahim@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmktg@duopharmabiotech.com
mailto:dpo-dmsb@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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9 Sentosa Pharmacy Sdn Bhd Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com  
  

10 Unique Pharmacy Penang Sdn 
Bhd 

Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com  
  

11 Negeri Pharmacy Sdn Bhd  Chief Legal Officer: Ibrahim Hussin Salleh 

Business telephone number: 03-21620218 

Business Address: Suite 18.06, Level 18, CIMB 
Hub, No. 26 Jalan Sultan Ismail, 50250 Kuala 
Lumpur, Malaysia 

Business email: 
ibrahim@duopharmabiotech.com 

  
 

 

 

 

 

 

 

 

 

 

 

mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
mailto:ibrahim@duopharmabiotech.com
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ANNEX 1 – DATA ACCESS REQUEST FORM 

 

GUIDE FOR MAKING A PERSONAL DATA ACCESS REQUEST (“DAR”) 

 

FOR THE PURPOSE OF THIS FORM: 

• As a data subject under the Personal Data Protection Act 2010, you may request access 
to your personal data. 

• For the purpose of identification and verification, you may be required to produce some 
form of identification, such as a copy of your National Registration Identification Card 
(NRIC) or passport. 

• We may charge a processing fee in respect of your request, which will depend on the 
type of request being made as per Table 1 below, and should be submitted together with 
this form. 

Table 1: 

 

Item Type of Request Fees (RM) 

1 DAR for Data Subject’s personal data with a copy 10 

2 DAR for Data Subject’s personal data without a copy 2 

3 
DRAFT 

DAR for Data Subject’s sensitive personal data* 
with a copy 

30 

4 DAR for Data Subject’s sensitive personal data* 
without a copy 

5 

 

• The processing fee may be paid to DBB and its Group of Companies (“DBB”) via [insert 
mode of payment]. 

• Please note that DBB will not be able to comply with your request in certain 
circumstances, e.g. where we are provided with insufficient information to locate the 
personal data requested for or where the request relates to personal data which is 
commercially confidential to DBB, but we will notify you of any such decision. 

 

CONTACT US: 

Please submit all completed forms to the DPO of the relevant entity, or, in the absence of a DPO, 
to the CLO. Please refer to the applicable contact details of the DPO or CLO for the entity from 
which you are requesting access. 
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NOTE: 

* “Sensitive personal data” encompasses sensitive personal information which relates to 
information relating to your health, political opinion, religious beliefs or other beliefs of a 
similar nature, biometric data, and the commission or alleged commission of an offence.
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PERSONAL DATA ACCESS REQUEST FORM 

• Please note that we reserve the right to restrict and/or refuse your request as may 
be permitted under the Personal Data Protection Act 2010. For instance, we may 
refuse your request where the burden or expense of complying with your request is 
disproportionate to the risks to your privacy. 

• Your request may not be processed if the information/documents provided are 
incomplete. 

Please tick (√) on one of the following: 

 I would like to access my own personal data 
(Please fill in Sections 1 and 3 below) 

 I am a third party requestor 
(Please fill in Sections 2 and 3 below) 

SECTION 1: TO BE FILLED IN BY DATA SUBJECT (all fields are mandatory and must be 
completed) 

Full name (per 
NRIC/Passport) 

 

New NRIC/Passport 
number 

 

Mobile phone number  

Email address  

SECTION 2: TO BE FILLED IN BY THIRD PARTY REQUESTOR (AUTHORIZED PERSON) (all 
fields are mandatory and must be completed) 

This request is based on (please tick (√) on one of the following): 

 I am acting under the data subject’s authorization/mandate/Power of Attorney 
 I am the legal/representative of the data subject 
 I have a warrant or court order allowing the correction of the data subject’s 

personal data 
 I am executor/administrator of the data subject’s estate 
 Others (please specify) 

____________________________________ 
 

*Please enclose proof of your authority. 

A: Particulars of data 
subject 

 

Full name (per 
NRIC/Passport) 

 

New NRIC/Passport 
number 
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Mobile phone number  

Email address  

B: Particulars of third 
party requestor 

 

Full name (per 
NRIC/Passport) 

 

New NRIC/Passport 
number 

 

Mobile phone number  

Email address  

 

SECTION 3: DESCRIPTION OF ACCESS TO PERSONAL DATA REQUESTED 

*Please provide us with details of the information you require from us. Please be 
specific as too general a description may result in us being unable to process your 
request due to our inability to locate the specific personal data to which this request 
relates. 

 

 

 

 

I, _________________________________________ am the data 
subject/relevant person named above and hereby request that DBB provide me with a copy 
of the personal data held about me as specified above. I hereby certify that the information 
given in this form and any documents submitted enclosed are true and accurate. I 
understand that: (i) it will be necessary for DBB to verify my identity; (ii) DBB may contact 
me for more detailed information in order to locate the personal data requested; (iii) there 
may be a charge for this service; and (iv) DBB will only respond after receipt of the payment 
from me.  

 

I also understand that any and/or all personal data provided by me in this Personal Data 
Access Request Form will be collected and processed by DBB as personal data in 
accordance with the Personal Data Protection Act 2010. 

 

 

Signed: ________________________ 

Date: _________________________ 
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ANNEX 2 - DATA CORRECTION REQUEST FORM 
 
GUIDE FOR MAKING A PERSONAL DATA CORRECTION REQUEST (“DCR”) 
 
FOR THE PURPOSE OF THIS FORM: 

• As a data subject under the Personal Data Protection Act 2010, you may request that 
we correct the personal data we hold about you or the person you represent. 

• For the purpose of identification and verification, you may be required to produce 
some form of identification, such as a copy of your National Registration 
Identification Card (NRIC) or passport. 

 
CONTACT US: 

Please submit all completed forms to the DPO of the relevant entity, or, in the absence of a 
DPO, to the CLO. Please refer to the applicable contact details of the DPO or CLO for the entity 
from which you are requesting a correction of the personal data we hold about you or the 
person you represent.  

 
PERSONAL DATA CORRECTION REQUEST FORM 

 
• Please note that we reserve the right to restrict and/or refuse your request as may 

be permitted under the Personal Data Protection Act 2010. 
• Your request may not be processed if the information/documents provided are 

incomplete. 
• Any request for correction of personal data must be supported with proof or 

evidence. 
 

Please tick (√) on one of the following: 

 I would like to correct my own personal data 
(Please fill in Sections 1 and 3 below) 
 

 I am a third party requestor 
(Please fill in Sections 2 and 3 below) 
 

SECTION 1: TO BE FILLED IN BY DATA SUBJECT (all fields are mandatory and must be 
completed) 

Full name (per 
NRIC/Passport) 

 

New NRIC/Passport 
number 

 

Mobile phone number  

Email address  
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SECTION 2: TO BE FILLED IN BY THIRD PARTY REQUESTOR (AUTHORIZED PERSON) (all 
fields are mandatory and must be completed) 

This request is based on (please tick (√) on one of the following): 

 I am acting under the data subject’s authorization/mandate/Power of Attorney 
 I am the legal/representative of the data subject 
 I have a warrant or court order allowing the correction of the data subject’s 

personal data 
 I am executor/administrator of the data subject’s estate 
 Others (please specify)____________________________________ 

 

*Please enclose proof of your authority. 

A: Particulars of data 
subject 

 

Full name (per 
NRIC/Passport) 

 

New NRIC/Passport 
number 

 

Mobile phone number  

Email address  

B: Particulars of third 
party requestor 

 

Full name (per 
NRIC/Passport) 

 

New NRIC/Passport 
number 

 

Mobile phone number  

Email address  

 

SECTION 3: CORRECTION OF PERSONAL DATA 

*Please indicate the personal data to be corrected. 

Personal data item (e.g. 
name, phone number, email) 

Before correction After correction 
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I, _________________________________________ am the data 
subject/relevant person named above and hereby request that DBB correct the personal 
data as specified above. I hereby certify that the information given in this form and any 
documents submitted enclosed are true and accurate. I understand that: (i) it will be 
necessary for DBB to verify my identity; and (ii) DBB may contact me for more detailed 
information in order to verify the personal data to be corrected.  

 

I also understand that any and/or all personal data provided by me in this Personal Data 
Correction Request Form will be collected and processed by DBB as personal data in 
accordance with the Personal Data Protection Act 2010. 

 

 

Signed: ________________________ 

 

 

Date: __________________________ 
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APPENDIX J 

 

TEMPLATE DTA 

 

[to be entered into between DBB Malaysia and the foreign entities] 

 

THIS DATA TRANSFER AGREEMENT (the "Agreement") has been entered into  

 

By and between 
[Insert DBB entity in Malaysia] 
[Insert business registration number] 
[Insert address] 
 
(“DBB” or “Data Exporter”) 
 
And 
 
[Insert name of supplier] 
[Insert business registration number] 
[Insert address] 
[Insert country] 
 
(“Data Importer”) 
 
(collectively referred to as the “Parties” and individually the “Party”) 
 
In consideration of the Parties’ continued relationship and/or the continued provision of 
services, the Data Exporter may transfer personal data specified in Appendix I to entities 
located outside Malaysia (each a “Data Importer”). The Parties agree that such transfers 
shall be subject to the terms of this Agreement.  
 

Clause 1 
Definitions 
 
1. The definitions and rules of interpretation in this clause apply in this Agreement. 
 

(a) “PDPA” means the Personal Data Protection Act 2010 of Malaysia, as may be 
amended from time to time. 
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(b) “personal data”, “sensitive personal data”, “processing”, “data controller”, 
“data subject”, “technical and organisational security measures” shall 
have the meanings ascribed to them in the PDPA. 

 
Clause 2 
Details of the Transfer 
 
2. The details of the transfer(s), and in particular the categories of personal data that 

are transferred and the purpose(s) for which they are transferred are specified in 
Appendix I, which forms an integral part of the Clauses.  

 
Clause 3 
Obligations of the Data Importer 
 
3. Where Data Exporter transfers personal data to the Data Importer outside Malaysia, 

the Data Importer agrees, represents, and warrants as follows: 
 

(a) The Data Importer shall implement security measures (including those 
described in Appendix II) to ensure that any personal data transferred 
outside Malaysia will be protected at a level of protection which is equivalent 
to that afforded by the PDPA and its regulations, and that all processing of 
such personal data by Data Importer shall be conducted in full compliance 
with the same; and 

(b) The Data Exporter shall be entitled to suspend or cease the transfer of 
personal data to the Data Importer upon becoming aware of any breach of 
this Agreement, and such suspension or termination shall remain in effect 
until the breach has been fully rectified to the satisfaction of the Data 
Exporter. 

 
Clause 4 
Liability  
 
4. The Data Importer agrees that if the Data Exporter is held liable by reason of a 

violation of this Agreement by the Data Importer, the Data Importer will fully 
indemnify and hold harmless the Data Exporter in respect of all costs, charges, 
damages, expenses or any loss it has incurred (including attorney’s fees on a 
solicitor client basis and other costs of litigation) arising out of, with respect to or 
incurred in connection with any breach of the obligations, undertakings or 
warranties under this Agreement by the Data Importer or anyone acting on Data 
Importer’s behalf, including for any action brought against the Data Exporter by 
data subjects or third parties or any fines or penalties imposed on the Data Exporter 
by the authorities or regulatory bodies.  
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Clause 5 and 6 
Governing Law 
 
5. This Agreement is made under and shall be governed by and construed in 

accordance with the laws of Malaysia.  
 

6. If there arises any dispute, controversy or claim arising out of or relating to this 
Agreement, or the breach, termination or invalidity thereof, the Parties or any two (2) 
of the Parties (as the case may be) undertake in good faith to settle the dispute, 
controversy or claim within sixty (60) days from the date of a written notice to 
resolve issued by either Party. If the sixty (60) days pursuant to this clause have 
lapsed and the dispute, controversy or claim remains unresolved, such dispute, 
controversy or claim shall be settled by arbitration in accordance with the Rules for 
Arbitration of the Asian International Arbitration Centre (AIAC). The number of 
arbitrator(s) shall be one (1) and the place of arbitration shall be Malaysia. The 
language to be used in the arbitral proceedings shall be English. 

 
Clauses 7 and 8 
Obligation after the Termination of the Agreement  
 
7. The Parties agree that on the termination of the Agreement, the Data Importer shall, 

at the choice of the Data Exporter, return all the personal data transferred and the 
copies thereof to the Data Exporter or shall destroy all the personal data and certify 
to the Data Exporter that he has done so, unless legislation imposed upon the Data 
Importer prevents him from returning or destroying all or part of the personal data 
transferred. In that case, the Data Importer warrants that he will guarantee the 
confidentiality of the personal data transferred and will not actively process the 
personal data transferred anymore.  

 
8. The Data Importer warrants that upon request of the Data Exporter, he will submit 

his data processing facilities for an audit of the measures referred to in clause 7.  
 
 
On behalf of the Data Exporter 
Name (written in full)  
Position:  
Address: 
Signature & Company stamp  
 
On behalf of the Data Importer 
Name (written in full)  
Position:  
Address:  
Signature & Company stamp  
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Appendix I 

 

This Appendix forms part of the Clauses and must be completed and signed by the 
parties 

 

1. (The Data Exporter may complete or specify, according to their national procedures, 
any additional necessary information to be contained in this Appendix) 

 

Data Exporter 

 

2. The Data Exporter is (please specify briefly your activities relevant to the transfer) 

 

Data Importer  

 

3. The Data Importer is (please specify briefly your activities relevant to the transfer)  

 

Data Subjects 

 

4. The personal data transferred concern the following categories of data subjects 
(please specify)  

 

Categories of Data  

 

5. The personal data transferred concern the following categories of data (please 
specify)  

 

Sensitive Personal Data  

 

6. The personal data transferred concern the following sensitive personal data (please 
specify)  
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Processing operations 
 
7. The personal data transferred will be subject to the following basic processing 

activities (please specify)  
 

Data Exporter 

Name:  

Authorised signature:  

 

 

 

Data Importer 

Name: 

Authorised signature:  

 



 

112 
 

Appendix II 

 

This Appendix forms part of the Clauses and must be completed and signed by the 

parties 

 

1. Description of the technical and organisational security measures implemented 
by the Data Importer in accordance with Clause 3(a). 
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APPENDIX K 
 

TEMPLATE DPA 
 
[on the Company letterhead] 
 
[insert address and contact person details] 
 
 
Dear Sirs, 
 
RE: Obligations as data processors 
 

1. Pursuant to your engagement by [         ] (“the Company”) to provide products or 
services under the [Agreement] (“Agreement”), Personal Data may be disclosed by 
the Company to you in order for you to carry out your obligations under the 
Agreement. In such case, you will be deemed as the Company’s “data processor” for 
purposes of the Personal Data Protection Act 2010 (“PDPA”). This Letter shall take 
effect from the date stated at the head of this Letter (the “Effective Date”) and shall 
continue in force thereafter unless and until terminated in accordance with this 
Letter. 
 
Obligations of a data processor 
 

2. As the Company’s data processor, you warrant and undertake the following:- 
(i) To carry out all processing of Personal Data only on behalf of the Company 

and pursuant to and strictly in compliance with the Agreement, this Letter 
and the Company’s instructions from time to time. If you cannot provide 
such compliance for whatever reason, you agree to inform the Company 
promptly of your inability to comply with any provision in the Agreement, this 
Letter or the Company’s directions or instructions, in which case the 
Company is entitled to suspend the provision and transfer of Personal Data 
to you;  

(ii) There is no reason to believe that the legislation applicable to you prevents 
you from fulfilling the instructions received from the Company and your 
obligations under the Agreement and this Letter and that in the event of a 
change in this legislation which is likely to have a substantial adverse effect 
on such warranties and obligations, you will promptly notify the change to 
the Company as soon as you are aware, in which case the Company is entitled 
to suspend the provision and transfer of Personal Data to you; 

(iii) To have in place appropriate technical and organisational security measures 
so that the Personal Data is protected against unauthorised or unlawful 
processing and against accidental access, disclosure, alteration, loss, 
destruction or damage and shall take steps to ensure compliance with these 
security measures; 

(iv) To deal promptly and properly with all inquiries from the Company relating to 
your processing of Personal Data and to abide by the advice of the regulatory 
authority with regard to the processing of the Personal Data; 
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(v) To ensure that access to the Personal Data is only given to your personnel 
who are reliable and need to have access to assist you in performing your 
obligations and that they are fully trained in and comply with the PDPA; 

(vi) You will immediately notify the Company of: 
(a) any request for disclosure of Personal Data by a law enforcement 

authority or any notice or communication from any supervisory or 
government body which relates directly or indirectly to the processing of 
Personal Data received by you or your personnel; 

(b) any complaint, notice or communication which relates directly or 
indirectly to the processing of the Personal Data or compliance with any 
laws including the PDPA;  

(c) any infringement, suspected infringement, or alleged infringement of 
the rights of any person in relation to the Personal Data; 

 
(d) any claims being asserted or any actions threatened against you or the 

Company by any third party arising out of the access, use and processing 
of any Personal Data; 

(e) any request from a Data Subject to access or correct the Personal Data 
or any communication received from a Data Subject; and/or 

(f) any accidental or unauthorised access. 
(vii) You will provide the Company with your (and any of your personnel's) full 

co-operation and assistance in relation to any such request, complaint, 
notice or communication and will not respond (and will ensure that any of 
your personnel do not respond) to a Data Subject, third party or their advisors 
unless the Company has instructed you to do so or as provided in the 
Agreement or this Letter. 

(viii) At the Company’s request, you shall submit your data processing facilities 
for audit of the processing activities pursuant to the Agreement and this 
Letter, which shall be carried out by the Company or a third party selected by 
the Company; 

(ix) Where a personal data breach occurs (meaning if there is any breach, loss, 
misuse or unauthorised access or disclosure of any Personal Data) you will: 

(a) immediately notify the Company (and in any event no later than 24 
hours) upon becoming aware of occurrence of any personal data breach 
or security breach involving personal data processed by you on behalf 
of the Company; 

(b) provide the Company with all reasonable information, data and 
documentation relating to the breach; 

(c) give the Company your full co-operation and assistance in dealing with 
the breach; and 

(d) implement and comply with any reasonable steps and actions the 
Company requests to minimise or stop the breach and/or to prevent a 
similar breach reoccurring. 

(x) You will promptly carry out (and ensure that your personnel carry out) any 
request from the Company requiring you or your personnel to amend, 
transfer, delete or return Personal Data and certify this has been done; 

(xi) You will not disclose Personal Data to a third party other than at the 
Company’s specific request or as otherwise set out in the Agreement or this 
Letter; 
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(xii) You will not transfer, use or process Personal Data outside Malaysia unless 
and to the extent expressly authorised by the Company (and on the basis of 
you and/or any other processing parties entering into such additional 
contractual documentation as the Company may require); and 

(xiii) You will not do anything, or permit anything to be done, which might lead to 
a breach by the Company of any laws including the PDPA; 

 
3. The Company retains all rights, title and interest in and to the Personal Data 

including any amendments or alterations to such Personal Data made by you or on 
your behalf. 
 
Cross border transfers 
 

4. Where any Personal Data is transferred, accessed, stored, or otherwise processed 
outside Malaysia in accordance with the Company’s prior express authorisation and 
subject to any additional contractual documentation as the Company may require, 
you agree, represent, and warrant that: 
 
(i) Such Personal Data transferred outside Malaysia will be protected at a level 

of protection which is equivalent to that afforded by the PDPA and its 
regulations, and that all processing of such Personal Data shall be 
conducted in full compliance with the same; and 
 

(ii) The Company shall be entitled to suspend or cease the transfer of Personal 
Data upon becoming aware of any breach of this clause 4 or any related 
authorisation or contractual requirements, and such suspension or 
termination shall remain in effect until the breach has been fully rectified to 
the satisfaction of the Company. 

 
Indemnities 
 

5. You will fully indemnify and hold harmless the Company from and against all 
claims, demands, damages, losses, liabilities, costs and expenses (including 
attorney’s fees on a solicitor client basis and other costs of litigation) arising out of, 
with respect to or incurred in connection with any breach of the obligations, 
undertakings or warranties under this Letter by you or anyone acting on your behalf, 
including for any action brought against the Company by Data Subjects or third 
parties or any fines or penalties imposed on the Company by the authorities or 
regulatory bodies.  

 
General 
 

6. This Letter is made under and shall be governed by and construed in accordance 
with the laws of Malaysia. 
 

7. If there arises any dispute, controversy or claim arising out of or relating to this 
Letter, or the breach, termination or invalidity thereof, the Parties or any two (2) of 
the Parties (as the case may be) undertake in good faith to settle the dispute, 
controversy or claim within sixty (60) days from the date of a written notice to 
resolve issued by either Party. If the sixty (60) days pursuant to this clause 7 have 
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lapsed and the dispute, controversy or claim remains unresolved, such dispute, 
controversy or claim shall be settled by arbitration in accordance with the Rules for 
Arbitration of the Asian International Arbitration Centre (AIAC). The number of 
arbitrator(s) shall be one (1) and the place of arbitration shall be Malaysia. The 
language to be used in the arbitral proceedings shall be English. 
 

8. Parties agree that on the termination of the Agreement or provision of data 
processing services (whichever occurs earlier), you shall, at the Company’s choice, 
return all the Personal Data and the copies thereof to the Company or shall destroy 
all the Personal Data and certify to the Company that you have done so, unless 
prevented by applicable laws. In that case, you warrant that you will guarantee the 
confidentiality of the Personal Data and will not actively process the Personal Data 
anymore. You warrant that upon the request of the Company or the regulatory 
authority, you will submit your data processing facilities for an audit of the 
measures referred to in this clause 8.  
 

9. Each Party shall bear its own legal costs for the preparation of this Letter. The stamp 
duty payable on this Letter shall be borne equally between the parties. 
 

10. You shall not be permitted to sub-contract any of your obligations under this Letter 
without the prior consent of the Company. Where you subcontract your obligations 
under the Letter, with the consent of the Company, you shall do so only by way of a 
written agreement with the subprocessor which imposes the same obligations on 
the subprocessor as are imposed on you under the Letter. Where the subprocessor 
fails to fulfil its data protection obligations under such written agreement, you shall 
remain fully liable to the Company for the performance of the subprocessor’s 
obligations under that agreement. You may not rely on a breach by a subprocessor 
of its obligations in order to avoid yours. 

 
11. This Letter shall be binding upon the parties and their respective successors-in-title 

and permitted assigns. 
 
Definitions 
 

12. For purposes of this Letter, the following words and phrases shall have the following 
meanings: 
 

“Personal Data” means any information from which an 
individual is identified or identifiable, such 
as inter alia, [name, address, identity card 
number, telephone numbers and email 
addresses which you receive from the 
Company, and shall include without 
limitation, personal data of the Company’s 
members, customers, suppliers, vendors 
and employees]; 
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“You” means [insert entity name] including its 
respective subsidiaries, associate 
companies and jointly controlled entities; 
 

“Data Subject” means the individual to whom the Personal 
Data relates to. 
 

 

Yours faithfully, 

 

We, [Company Name], hereby confirm our acceptance of terms and conditions set out 
above. 

 

Signed by      ) 

for and on behalf of     ) 

[insert company name]    ) 

in the presence of:     ) 

 

Witnessed by: 

___________________________________ 

Name: 

IC Number: 
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APPENDIX L 

 

TEMPLATE TO RECORD CROSS BORDER TRANSFERS 

 

Type of Personal 
Data Transferred 

Details of Recipient & 
Recipient Country 

Purpose(s) of the 
Transfer 

Legal Basis Relied 
on and Proof of 
the Same 

[please insert 
relevant details] 

[please insert relevant 
details, including at 
least the name of the 
recipient, their 
company registration 
number, and contact 
details of their 
DPO/contact person] 

 

[please insert relevant 
details] 

[please insert 
relevant details, 
e.g., if relying on 
consent please 
include/link to the 
record of data 
subject’s consent] 

 

 


